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Abstract

Fast algorithms for multiplication in finite fields are required for several cryptographic applications,
in particular for implementing elliptic curve operations over binary fiélgs. In this paper we present
new software algorithms for efficient multiplication ovVBsm that use a Gaussian normal basis repre-
sentation. Two approaches are presented, direct normal basis multiplication, and a method that exploits
a mapping to a ring where fast polynomial-based techniques can be employed. Our analysis including
experimental results on an Intel Pentium family processor shows that the new algorithms are faster and
can use memory more efficiently than previous methods. Despite significant improvements, we con-
clude that the penalty in multiplication is still sufficiently large to discourage the use of normal bases in
software implementations of elliptic curve systems.

Key words Multiplication in Fom, Gaussian normal basis, elliptic curve cryptography.

1 Introduction

Efficient implementation of field arithmetic is fundamental to the performance of common cryptographic
mechanisms such as those based on elliptic curves. Of particular importance is the multiplication operation
since it is a major building block in cryptographic applications. The speed of algorithms for multiplication
depends greatly on the particular basis used to represent field elements. The two most common choices of
bases foif*,m are normal and polynomial. For example, ANSI X9.62 [2] and the NIST elliptic curves over
binary fields specified in FIPS 186-2 [7] allow Gaussian normal bases and polynomial bases, and hence it is
of interest to compare the performance of field arithmetic in each basis.

Most papers on normal basis arithmetic have focused on hardware implementation. Our focus is software
implementation. Previous work on software multiplication for normal basis representations include Ning
and Yin [25] (for optimal normal bases and the development of a precomputation technique for speeding up
the multiplication), Reyhani-Masoleh and Hasan [27] (for Gaussian normal bases), and recently Granger,
Page and Stam [11] (for normal base&in). All methods known for binary field multiplication in software
that use a normal basis representation are slow in comparison to the best methods for multiplication using
a polynomial basis [21]. However, the improvements in normal basis multiplication in [25] (and natural
generalizations) and a method based on results concerning Gauss periods [9, 33] suggest that the penalty
may be much smaller than previously reported. We are interested in more precise estimates of the actual
costs for field multiplication in a given basis, and the possibility of using multiple bases in a larger framework
such as methods based on elliptic curves.

In this paper, we describe two new techniques for efficient software implementation of binary field
multiplication inF,m for Gaussian normal basis representations. The first of these approaches uses a direct
method for a normal basis and is generally faster and requires less storage than previously published results.
It is based, in part, on a technique to reduce the amount of evaluation-phase shifting normally associated
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with algorithms having less precomputation. The second approach exploits a relatively fast mapping to
an associated (but typically larger) ring where efficient polynomial-based multiplication methods can be
employed.

1.1 Related works

There is a sizable catalog of papers on methods for normal basis arithmetic targeted at hardware implemen-
tations. In this section, we briefly survey recent work that is particularly applicable to software implemen-
tations.

Direct multiplication in a normal basis

Ning and Yin [25] focus on optimal normal bases, although they also give a general method based on their
improvements. The results were faster than the vector-level algorithm in Reyhani-Masoleh and Hasan [27],
although the faster algorithm has significantly larger data-dependent storage requirements.

During the development of our paper, independent work from Reyhani-Masoleh [26] and Fan and Dai [6]
appeared. These papers and our paper contribute algorithms addressing normal basis arithmetic in software
implementations; however, the specific approaches and conclusions are surprisingly different.

Reyhani-Masoleh [26] gives improvements and extensions to Ning and Yin that are motivated by the
same considerations that led to our algorithms in 882 and 3. Our fastest algorithm (Algorithm 7) using
normal basis arithmetic can be regarded as a further extension of these ideas, and gives a significant im-
provement to the methods proposed by Reyhani-Masoleh. In addition, we show that the timings in [26] are
far too pessimistic for algorithms based on these methods.

Similarly, Fan and Dai [6] present algorithms that can be regarded as enhancements to the approaches
of Reyhani-Masoleh and Hasan [27] and Ning and Yin [25]. Their analysis in fact finds multiplication in
a normal basis representation faster than polynomial-based multiplication in the cases that the field has an
optimal normal basis. This would indeed be surprising, given other published results. As with [26], their
reported timings are generally quite slow. Further, the comparison against a polynomial-based multiplication
is with a Montgomery-like method from [19]. However, the comparison of interest is against fast methods
such as comb multiplication [21, 13] with a suitable reduction polynomial. We present improved algorithms
with significantly faster times, although in contrast to [6] we will argue that the evidence is strongly in favor
of polynomial-based arithmetic even for optimal normal bases.

In the particular case of a type 1 optimal normal basis, Fan and Dai and the authors of this paper
independently noted that the matrix decomposition of Hasan, Wang, and Bhargava [15] can be adapted to
significantly improve on Ning and Yin [25]; in [6] this is called the “Hamming weight method” [12]. In
particular, the analysis in [6] concludes that the decomposition is only beneficial for fields of sufficient size
(roughly 2% elements). We show that in fact the decomposition can be efficiently exploited regardless of
field size.

Multiplication via map to an associated ring

Techniques involving essentially fast basis conversions are well-known for optimal normal bases, and are
directly related to the methods in 84. For a type 1 basis, the conversion is a permutation. For type 2,
there are two related approaches. The traditional approach, illustrated by Sunar af@DKaxploits

basis conversion. The “palindromic representation” in Blake, Roth, and Seroussi [4] is a special case of
the method in 84 and maps field elements into a larger ring where polynomial-based multiplication can be
employed. This type of strategy where a mapping to a ring is exploited also appears in Drolet [5] and Katti

and Brennan [16]. For an application to (hardware) exponentiation, see Kwon, Kim, and Hong [20].



The general method for Gaussian bases of mapping into an associated ring is described by Gao, von
zur Gathen, Panario, and Shoup [9]; see also Wu, Hasan, Blake, and Gao [33]. The focus in the former
is asymptotic complexity results, while the latter concentrates on hardware. Von zur Gatheockad N”

[32] examine exponentiation with polynomial and normal bases representations and provide experimental
results. The data and conclusions presented are compatible with our results, although their primary interest
and estimates are for larger fields. Our contribution in 84 is a new algorithm suitable for software implemen-
tations that exploits the ring mapping and fast polynomial-based multiplication. The result is competitive
with the fastest direct methods for multiplication in a low-complexity normal basis, and in fact faster for
optimal normal bases.

1.2 Outline

The remainder of this paper is organized as follows. In 82 we describe bit-level and vector-level algorithms
for multiplication in Fom. A description of the new vector-level algorithm is presented in §2.4. In 83,
we present a software implementation of the conventional method and our new method. We also include
an improvement of the Reyhani-Masoleh and Hasan method [27]. 84 develops a method using polynomial-
based multiplication after mapping to an associated ring, and includes an improvement to the method of Ning
and Yin [25] for type 1 ONB. Timings and an analysis for the use of these methods in a larger framework
are presented in 85. Summary conclusions appear in 86.

2 Multiplication in Fom

In this section, we introduce some basic notions for binary figlgsand present several algorithms for
multiplication using a normal basis representation.

It is well known that there exists an elemghte Fom such that the sets, 82, g7,.... 2" '} is a
basis offF,m over IF,, called anormal basis The binary vector associated with= Z{':Ola BZis A =
(ag @ . .. am_1). A squaring is a right cyclic shift in this representation.

Notation When the basi$s? } is understood, elements € F,m are written interchangeably in sum and
vector form; e.g.,A = a = {‘":Blaiﬁz' = (apay...am_1). In this context,a; € [F, is a coefficient
andAs = A < s = A = (8s8sy1 . .. 8s_1) Will denote thes-fold left cyclic shift of A. Similarly,

A > s = AZ is aright cyclic shift ofA.

2.1 Normal basis multiplication

Let {82} be a normal basis fdf,m, and letA = (aa; ... am_1) andB = (lgh; . . . by_1) be two elements in
Fom represented in this normal basis. I@t= (coC; . . . Cm—1) be their product. Lep? g2 = Y01 A g2,
whererY € Fo. Thencs = Y16t Y15 @ 4sbjon” [24]. Thus, multiplication infon can be carried out
using themultiplication matrix M = [Ai(jo)]. The complexity ofM, denoted byCy, is defined to be the
number of 1s inM. It is well known thatCy, > 2m — 1 [24]. The normal basis is said to loptimal if
Cv =2m-—-1.

A generalization of optimal normal bases to normal bases of low complexity, known as Gaussian normal
bases (GNB), was studied by Ash, Blake, and Vanstone [3].pLet mT + 1 be a prime. LeK = (u)
whereu € Z; has ordefT. Suppose that the indeof (2) in Z; satisfies gcte, m) = 1. ThenZj, = {2'ul |
O0<i<m 0<j<T},andK; = K2 for 0 <i < mare the cosets o in Z’g. Sincep | 2mT - 1,
there is a primitivepth root of unityx € Fomt. The Gauss period®f type(m, T) are 8 = ZjeKi a! for



0<i <m. LetB = po. Thenp € Fom, B = 2, and{p? | 0 <i < m}is a normal basis foF.m called a
type T GNB

For T > 2, the multiplication matrixM for a type T GNB satisfiesCyy < mT — 1 [3]. HenceT
is a measure of the complexity of the multiplication. Optimal normal bases are precisely the GNBs with
T € {1, 2}. For fieldsF,m for which there are no optimal normal bases, the GNBs offer an alternative for
implementing a normal basis. Gaussian normal bases are explicitly described in the ANSI X9.62 standard
[2] for the Elliptic Curve Digital Signature Standard (ECDSA). The types of the five characteristic-two finite
fields recommended by NIST [7] for use in the ECDSA are given in Table 1.

Table 1: NIST recommended binary fiellgn and type of associated GNB.

m 163 233 283 409 571
Type 4 2 6 4 10

2.2 Conventional GNB bit-level multiplication in Fom

We present the conventional algorithm for multiplicationFign using a GNB of typel as described in
FIPS 186-2 [7] and ANSI X9.62 [2]. We shall assume thais odd (soT is even). Define the sequence
JD),J2),...,d(p—D by k) =iif k € Kj. Since—1 € (u) we haved(p — k) = J(k). Then

the coefficientcy of C = AB can be computed ag = F(A, B) = ZE;f ayk+1bsk), and the remaining
coefficientscs for 1 < s < m—1 are determined by the formuta = F(A « s, B « s). This conventional
method is shown in Algorithm 1 which corresponds to the bit-serial NB multiplication circuit introduced by
Massey and Omura [22].

Algorithm 1 Conventional bit-level GNB multiplication
INPUT: A,BeFom, J(K) e [Oom—1]forl <k < p—1wherep=mT+ 1.
OuTpPuT: C = AB.
1. C <0
2. Fori from0O0tom—1do
2.1 Forkfrom1top —2do:¢ « G + ajkr1) - baw-
22 A<~ A1, B« Bkl

3. Return C).

2.3 Vector-level multiplication in [Fom

In this section we describe a vector-level multiplication based on Algorithm 1. The main idea is to rewrite

the coefficientss from §2.2 in the forncs = Zim:‘ol(aprs Sy Buy+s) for some numbers)i. This reduces

the number of AND operations and allows the use of some precomputation to speed the multiplication.
The field elements; := BB? play a central role. Let & i < m and definevy = J(1 + 2'u¥) for

O0<k<T-1.Then

T-1 T-1 T-1 T-1
S ol t i k! vik ! Vik
5i=§:au+2u=§:a(l+2u)u:§:a2|u:§:ﬁ2|.
s,t=0 k,1=0 k,1=0 k=0



The last sum may have repeated terms, which will cancel in pairsn;Lé¢note the number of 1s in the
normal basis representation®f and letw;; < wi2 < --- < wip; denote the positions of these 1s. Note that
n;isevensincd is,andalsox n; < T.

Lemma 1 Letm be odd and letg, 2, ..., B2") be a typeT GNB for Fm.

() Forl<i <m,§ = 8%4 and hencgéwix | 1 <k <nj} = {wm_ixk+1 | 1<k <nj}.

(i) {fvk :0<k=<T -1 ={J0D):1+1e K}, where{-} denotes a multiset.

(i) If d € (u),d # £1, thenJ(d — 1) = J(d~t —1). Hencezde(u)\{il} Dj@—1) = Oforallb € Fom.
Proof: (i) This statement is true becaus® . = (%" )? = pp?.
(i) Using the fact that-1 € (u), we have

ok :0<k<T-1={JA4+2u9:0<k<T-1={J1:1-1€K;}
={J=D:l-1eK}=0D:=l—1eK}={ID:1+1eK;}.
(iii) Let | = J(d — 1). Then 1— d € K|, sod~1(1 —d) € K;. HenceJ(d1 - 1) =1. O
Now, using Lemma 1(ii) and (iii), the coefficieng from C = AB can be written as follows:

p—3 m-1 m-1 T-1
Co=aob1 + ) ajunbiw =abi+ Y & Y byg=abi+Y ay by,
k=1 i=1  J(k+D=i i=1 k=0
If nj < T, definewyx = m—1forn; < k < T. The coefficientscs can then be expressed as =
ashy s + Y a s Yop_y buy s Where we have used the fact timgtand T are even.
In order to derive an algorithm for multiplication whose implementation is more software-oriented, Ning
and Yin [25] and Reyhani-Masoleh and Hasan [27] observed that the computat#dd cdn be carried out

by processing simultaneously the computationdbrs =0,1,..., m — 1. ThenC = AB can be written
as -
C=A0Bi®) A0S, (1)

i=1
where ‘©” denotes the bitwise AND operation@” denotes the bitwise XOR operation, ai@d(i) =

w1 By, - Algorithm 2 is derived from this formula. For a hardware implementation of this method see
[31].

Algorithm 2 Conventional vector-level GNB multiplication
INPUT: ABelFom wi,elOOm—-1],1<i<m-1,1<k<T.
OuTtpPuT: C = AB.
1. C< A®B;, La< A
2. Fori from 1tom—1do
21 La < La<1,Ss < Yy Buy.
22C <« CohHLAO Ss.
3. Return C).

The propertys; = 5%4 of Lemma 1(i) was used by Reyhani-Masoleh and Hasan [27] to develop an

efficient vector-level algorithm based on the formula

m-1 v nj o
AB=(AOB?@® ) ) (@b +asbp Y 2, 2)
=0 i=1 k=1



wherev = (m—1)/2. The description of this method is presented in Algorithm 3. Compared with Algorithm
2, 1/3 to 1/2 (depending o) of the shifting has been eliminated.

Algorithm 3 Reyhani-Masoleh and Hasan vector-level GNB multiplication
INPUT: AABelom, wix €e[OOm—1],1<i <v,1<k<T.
OuTpPUT: C = AB.
1. C«<~ (AOB)>»1 La<« A Lg <« B.
2. Fori from 1 tov do
21 La<« Laxk]l Lg<« Lgx 1l
22 R~ (A0 Lg)® (BO L.
2.3 Forkfrom1t0oT do:C < C & (R > wiy).
3. Return C).

2.4 A new method for multiplication in normal bases

In implementation, Algorithms 2 and 3 can have excessive shifting or storage requirements. We present
a new algorithm with optimization advantages that will be discussed in §3. The following lemma gives a
relation for computingSs(m — i) in terms ofSg(i), a key result for the development of the new algorithm.

Lemma 2 LetB € Fpn and letSg(i) = Y ¢, By, forl <i <m. ThenSg(m—i) = Ss(i)?.
Proof. Using the definition ofSg(i) and Lemma 1(i), one obtains

nj nj m—1 ni ﬂ
ORI SLTIN SE S D o
k=1 0

k=1 j k=1
m-1 ni N2 ni N2 _
=2_b; (Z ﬁ”‘”’) = ( B”‘k> = Sg(i)?. O
j=0 k=1 k=1
Theorem 3 Letm be odd and define = (m — 1)/2. Let A, B € Fom andC = AB. Then
m—1 )
C=A0B® Y [A © Ss(i) ® (A sBa))z‘("“”]. (3)
i=v+1

Proof: By using the conventional formula (1) and Lemma 2, we can wAiBzas:

v ) m-1
AB=AGB @ (ZA- @<SB<m—i>>2') ® ( Y A0 SB<i>>
i=1

i=v+1
m-1 ) m-1
= AG Blea(Z<A@sB<i>>2‘("‘">>ea(Z A-@sBa)). O
i=v+1 i=v+1



Algorithm 4 New vector-level GNB multiplication
INPUT: A, BelFom,wix e [O,m—1],v+1<i<m-1,1<k<T.
OuTpPUT: C = AB.
1.C«< AOB;, La<« A, LTt < 0.
2. Fori fromv+1tom—1do
21 S < Y4 1By La < Laxk .
22 C<—CoOLAOSs.
23 L1« LT A0S, LT <« LT x 1.

3. ReturnC @ Lr).

A further optimization of the method given in Theorem 3 is the observationﬂéﬁl(A O () <
m — i) can be expressed in terms of simple shift left rotations:

L. MAOSSw+DP? @AOSSW+217 @ ®AO Ss(m—17 "

Algorithm 4 is the new vector-level algorithm for computiid.

Compared to Algorithm 2, Algorithm 4 has half the total computationge(and the same total count
for other operations in step 2). Although Algorithm 4 has the same operation count as Algorithm 3, the form
will be useful in developing optimized versions for software in §3.

3 Software multiplication

In this section we consider improvements to the vector-level algorithms which are suitable for performing
binary field multiplication in software. We assume that the target platform Wesbit architecture where

W is the word-size (in bits). Lety = [m/W1, and lets = Wty — m; thena = (ag, &y, ..., an_1) can be
stored in an array dfy W-bit words, A = (A[0Q], A[1], ..., Altw — 1]), where the leftmost bit oA[0] is ag

and the rightmoss bits of Aty — 1] are unused.

Ning and Yin [25] introduced a method for accelerating a software implementation of optimal normal
bases. We will see that this method can also be applied to speed Algorithms 2, 3, and 4 since all of these
algorithms require, in each iteration, the sum of shift (left or right) rotations of a field element. The technique
introduced by Ning and Yin is a method for doing the precomputatiam ef1 shift left rotations of a field
element. More precisely, for=0,1,...,m— 1letTa[i] be word 0 of Ay = AT (using theW-bit word
representation ofy). Then, for eactj, 0 < j < m, the element; can be expressed in terms of the lookup
table TA[0..m — 1] as follows:

Aj = (Taljl, Talj + W modm], Talj +2W modml, ..., Talj + (tw — )W modm]).

In order to avoid all the modulm computations, the size of tablg can be extended fromn words to 2Zn
words viaTa[i +m] = Ta[i] = word 0 of A;, and then “modn” may be discarded in the expression fy.

3.1 Speeding the conventional algorithm

In this section we show how to accelerate Algorithm 2 using precomputation. The main idea is to use two
lookup tables;T4 andTg, for computing and storing the rotations of elementé and B, respectively. At
a high level, the speedup using the Ning and Yin precomputation technique is summarized as follows:



e PrecomputationCompute and storm rotations of A andB;

e [nitialization: C < A® By; N

e Accumulation:Fori =1,2,...,m—1, computeC <~ Cd A © >_ By,
k=1

Algorithm 5 is a parallel implementation for the conventional method in terms of word operétions.

Algorithm 5 Conventional GNB multiplication using the method of Ning and Yin
INPUT: ABelFom wi,elOOm—-1],1<i<m-1,1<k<T.
OuTpPUT: C = AB.
1. Compute table$A[0..2m—1] andTg[0..2m—1].
2. Forj from O toty — 1 do
2.1 C[j] < TAlJW] © Tg[1 + jW].
3. Fori from1tom—1do
3.1 Forj from O totyy — 1 do
Selil < Yy Tolwik + JW1
Clj] < C[jl® Tali + jW] O Sglj].
4. Return C = (C[0], C[1], ..., C[tw — 1])).

3.2 Speeding the Reyhani-Masoleh and Hasan algorithm

The shift right rotation oRR in step 2.3 of Algorithm 3 cannot be computed directly from the precomputed
rotation of A andB. However this can be done as follows:

R> wik = (AO By) > wik) @ (A © B) > wik)
= (Am—wik © Bm—(wik—i modm)) ® (Am—(wik—i modm) © Bm—wik)-

Therefore, an improved method based on the observation that the shift right rd®atipnwix can be
computed in terms of them shift left rotations ofA and B is described in Algorithm 6.

3.3 Speeding the new algorithm

In this section we will consider two techniques to develop a fast software implementation of Algorithm 4.
We first apply the Ning and Yin precomputation technique to accelerate the computation of step 2.1, i.e.,
we use a lookup table for tha rotations ofB. Second, we reduce the amount of shifting required for
other elements by simultaneously processing shifts that differ by the woMkiddnis strategy reduces the
number of rotations of. o, and Lt and applies whenevel/ < v (which is typical in our context). Since

shifting tends to be expensive, the method can give significant improvements and uses less dynamic storage
than Algorithms 5 and 6. The result is presented in Algorithm 7.

ln [25], the order used to compu@ = AB was sequentialC[0], C[1], ..., Cltw — 1]. We observed that timings measured
on Pentium family processors for the parallel version (Algorithm 5) were faster than the original method [25, Algorithm 3]. Tests
on Intel Pentium and Sun SPARC processors showed that the results are sensitive to the compiler, code generation options, and
specific family processor.

2Fan and Dai [6] independently proposed alternate improvements to the Reyhani-Masoleh and Hasan algorithm.



Algorithm 6 Improved Reyhani-Masoleh and Hasan GNB multiplication

INPUT: A Belom wikx €e[OOm—1],1<i <v,1<k<T.
OuTpPUT: C = AB.
1. Compute table$a[0..2m—1] andTg[0..2m—1].
2. Forj fromOtoty — 1 do
2.1 C[j] < TA[JW] © Tg[1 + jW].
3. Fori from 1 tov do
3.1 Forj from O totyy — 1 do
Clil < Clj]®
S ket (Talm — wix + jW] © Tg[m — (wix — i modm) + jW]
® Te[m — wix + jW] © Talm — (wix —i modm) + jW1J).
4. Return C = (C[0], C[1], ..., C[tw — 1])).

Algorithm 7 New vector-level GNB multiplication

INPUT: ABelom wyikeOOm—-1],v+1<i<m-1,1<k<T.
OuTpPUT: C = AB.
1. Compute tablgg[0..2m—1].
2. La<~ Ay, LT <0, sy =[v/W].
3. Forj from O toty — 1 do
3.1 C[j] < Alj]O Tg[1+ jW].
4. Fori fromv + 1tov + (v mod W) do
41 Lp <« Laxk 1.
4.2 Forl from Otosy—1do
For j from O toty —1 do
Seljl < Yuos Telwiswjwk + JWI.
C<—Cah(LakIW)0O Ss.
Lt < L1 @ (A0S < (sw—1-DHWw.
43 L1 <« L1« 1.
C<~CoLt, Ly «<0.
6. Fori fromv + 1+ (v modW) tov + W do
6.1 La <« Laxk1.
6.2 Forl from Otosy—2 do
For j from O toty—1 do
Seljl < Yp_y Talwiawjw)k + JWI.
C—Co(LakIW)0O .
Lt <« L1 ®(AO Sg) < (sw —2—-DHW.
6.3 Ly « LT <1

Lt <~ Lt €« (wvmodW), C <« Ca® L.
8. Return € = (C[0], C[1]. ... . Cltw — 1)).

o

N




4 Multiplication via ring mapping

In software implementations on common workstations, the fast multiplication methoapefland Dahab

[21] for polynomial basis representations has been observed to be significantly faster than any method using
a normal basis. Although the timings for Algorithm 7 show that the difference is significantly smaller than
previously reported, there is at least a factor 5 penalty over the corresponding polynomial basis method in
[13].

In a larger framework such as elliptic curve point multiplication, basis conversion at the beginning and
end of the expensive operation can be used to permit arithmetic in the desired representation. However, there
are scenarios where multiple representations within the larger operation appears attractive. As an example,
point multiplication methods via point halving [17, 28] require solutions for quadratic equations and square
roots, operations which may be faster with a normal basis representation. Along with these operations is a
field multiplication, where polynomial bases are preferred.

For Gaussian normal bases, there are fast methods to convert to a representation in a polynomial basis.
The basic strategy has been applied in many contexts and with various descriptions, but in general involves
a mapping from the normal basis to a ring where arithmetic can be performed modulo a cyclotomic poly-
nomial. The most familiar is perhaps the case of type 1 ONB, where the mapping is a permutation. In,
general, however, the mapping to a ring involves a fatt@xpansion, a significant hurdle in the practical
applicability of the method to field arithmetic.

Gao, von zur Gathen, Panario, and Shoup [9] discuss the method of field operations via the ring mapping
approach. Their interest was in asymptotic results concerning the efficiency of field operations. To compute
the product, the idea is to map to the ring, and then use “the fast multiplication algorithmsafhage"
and Strassen (1971) and Cantor and Kaltofen (1991)...”. However, our interest is in multiplication for fields
of practical interest in cryptography, where asymptotic results on efficiency are insufficient for even rough
comparison.

In this section, we examine the multiplication method via a map to a ring. In the case of type 1 ONB, we
also apply the matrix decomposition of Hasan, Wang, and Bhargava [15] to provide a significant improve-
ment to the method of Ning and Yin [25]. In the more general case of Gaussian normal bases (as in the
NIST recommended fields), we develop a new multiplication method (based on the comb method of [21])
for elements in a normal basis representation via a mappittgga polynomial representation in a suitable
ring. A symmetry property [33] of elements mappeddis exploited, allowing significant optimizations in
the multiplier.

4.1 The ring associated with Gauss periods

In the following, we will assume that is a Gauss period of typem, T) and is a normal element (as
described in §2). Foa = Y ";'ap? € Fom, we havea = Y " 'a Y o) = Y[ &a! where

a] =a if j € Kj. LetR =TF[x]/(Pp) whered,(X) = (xP —1)/(x—1). The mappingp : Z{":Blaiﬁz' >
ZT:Tl aix) is a ring homomorphism frorfizn to R [9], and¢ (Fom) = {C1X + -+ + Cu7X™T € R | ¢ =

c for j, k € K;i}. The mappingp and its inverse are relatively inexpensive, and arithmeti® inenefits
from the form of®,. For field multiplication, a naie approach maps into the ring and then exploits fast
polynomial-based arithmetic. However, there is an expansion by a factehich can be significant.

If T is even (which is always the casanifis odd), then the lash T/2 coefficients for elements in(F,m)
are a mirror reflection of the firsh T/2 [33]. This property is perhaps best known in the Clise 2 where
Gauss periods produce a type 2 optimal normal basis of the fiarm «~1)? | 0 <i < m} and there is an
associated basig' + «®™1 | 1 <i < m} [24].
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In this section, we propose a strategy that exploits the symmetry property of the ring magpiatiow
efficient use of the fast polynomial multiplication method of [21]. Although there is in general an expansion
in the mapping, the polynomial multiplier need find only approximately half the coefficients of the product.
We begin in 84.2 with the special ca$e= 1 (a type 1 optimal normal basis). Although our principal
interest is in primam (as in the NIST fields), we describe an optimization specific to the type 1 case that
significantly improves on the direct method of Ning and Yin [25]. In addition, we also compare against a
mapping to the associated ring, which is a permutation in the type 1 case (and hence there is no expansion).
In 84.3, we describe the new multiplier for evér(e.g., the NIST fields).

4.2 Type 1 optimal normal bases

Gaussian normal bases of types 1 and 2 are optimal in the sense that the multiplication matrix has the fewest
number of nonzero entries. The type 1 case is particularly attractive, as the matrix has a special form that
can be exploited. Further, the mappipgo the associated ring is basis conversion in the type 1 case.

A type 1 basis necessarily haseven, and hence none of the NIST recommended fields has a type 1
basis. In fact, some standards such as the forthcoming revision of ANSI X9.62 explicitly forbid the use of
elliptic curves oveitf,m with m composite due to concerns that discrete logarithm problems over such curves
are vulnerable to Weil descent attacks [10, 23]. Although our focus is on pnintige type 1 case provides
a benchmark for methods with low-complexity bases. Ning and Yin [25] exploit the special form of the
multiplication matrix in the type 1 case. We show that their method can be significantly improved, both in
storage required and in speed. Comparison data is presented for the method that maps to an associated ring
(a permutation in type 1) and performs polynomial-based arithmetic.

The multiplication matrixM for the type 1 case has nonzero entry(iatj) precisely when 2+ 2!
mod (m+ 1) € {0, 1}. The pairs(i, j =i + m/2 modm) satisfy 2 + 2/ = 0 (mod m + 1), giving m of
the 2n — 1 solutions. Ning and Yin exploit this property to reduce the number of lookups in their algorithm
corresponding to Algorithm 5 (step 3.1), at the expense of exter@irgy m/2 words.

The cost of the Ning and Yin approach can be significantly reduced (in both time and storage) by
exploiting the special form ol more directly. Hasan, Wang, and Bhargava [15] suggest the decomposition
M = P + Q whereP has a 1 ati, j) precisely whenj =i + m/2 modm. ThenP has the property that
(@s, ..., 8m-1)P(bs, ..., bstm_1)" is independent o, and the value is given by aby21i = Tr(A®
Bm/2) Where Tr denotes the trace. The decomposition reduces the computational cost to multiplication
corresponding to the matriQ (which hasm — 1 nonzero entries). Compared to Algorithm 4 in Ning and
Yin [25], precomputation use®/2 fewer words, and speed improvement increases yithAlgorithm 8
illustrates the approach with two tables of precomputation; the techniques of Algorithm 7 can be applied to
give a one-table version.

Algorithm 8 Multiplication for type 1 ONB
INPUT: A, B € Fom, positionw; of nonzero entryinrow of Q, 1 <i <m-—1.
OuTtpPuT: C = AB.

1. Compute table$A[0..2m — 1] andTg[0..2m — 1].

2. C <« Tr(A® By2).

3. Fori from 1 tom — 1 do:

3.1 Forj fromOtoty — 1do:C[j] < C[j]1® Tali + jW]© Tg[w; + jW].
4. ReturnC = (C[0], ..., C[tw — 1]).

While the improvement to the Ning and Yin approach is more than 25%nfer 162, timings in Table
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2 of 85 show that multiplication is significantly slower than the method of mapping to a ring and using
polynomial-based multiplication. In the type 1 case, the mapping is a permutation, and hence relatively fast
even in software. The polynomiah, permits fast reduction, and the method (including the conversions
between bases) is roughly a factor 2 faster than the best times with a normal-basis approaeh 162.
Approximately half the time in the faster approach is consumed by basis conversions (applicaiarlof

its inverse).

4.3 Gaussian normal bases of even type

Assume that we have Gauss periods of tye T) for T even, and3 is a normal element (as defined in
§2.1). The basic strategy proposed for multiplicatiomdh € F.m represented in the bagig? } is outlined
as Algorithm 9, with implementation considerations following in Note 1.

Algorithm 9 Multiplication via map to associated ring (outline)
INPUT: elementsa = 3" " & 82 andb = Y7 b g2 in Fm.
OuTPUT: c=ab=Y"'cA?.
1. Calculatea’ = ¢(a) = ijj aix! andb’ = ¢(b) = ijj bix)in R.
2. Apply a fast multiplication method for polynomial-based representations to find half the coefficients
ofc =ab'in R
3. Returnc = ¢~1(¢).

Note 1(implementing Algorithm ) As discussed in 84.1, the mapping pynvolves a factofl expansion.
However, the elements = Zip;ll cx = (C,..., Cp_1) in ¢(Fom) are symmetric aboup/2 and hence

it suffices to find (at most) the firgip — 1)/2 coefficients of the product in the ring. This observation
suggests the following optimizations in Algorithm 9. We assume the customary representation of elements
as bitstrings of coefficients in a series of machine words.

1. If per-field precomputation is used, then the mappincan be optimized for a specific field. Each
output coefficient is obtained with a word shift and mas®nly the first half are calculated in this
fashion; the remaining coefficients are obtained by symmetry. An 8-bit lookup table can be used to
reverse the order of bits. With this arrangement, the cost of applyiilsgapproximatelyT /2 times
the cost ofp—1.

2. The “comb” method [21] provides fast multiplication for polynomials and can be adapted to find only
some of the output coefficients (with a corresponding improvement in performance). If the input is
understood to ba = x Zi':()za;x‘ = (ap, ..., ap—2) and similarly forb, then the full (polynomial)
product isx? ijo‘“ cix'. If the input corresponds to field elements, then the coefficiernfah the

product is zero. The comb method is modified to finébri € {0,..., (p—1)/2—-2,p—1,..., p+

(p — 1)/2 — 2}. Then reduction viab,(x) is applied, first withx? = 1 (mod @) to obtain
t < X%[(Co+ Cp) + -+ - + (Crp-1y/2-2 + Cpr(p-1,2-2)X PP/ % + cp_1xP71]

or, after a shift and appropriate renamitgs X[to + t1X + - - - + t(p_1)/2-1XP~Y/271 4 t,xP] where
ty = 0. The reduction is applied again to obtain= Y"\P;"/?c/x wherec, = t, andc/ = t_,

3|deally, half of the masking operations could be eliminated by more careful organization of the code. This saves a little space
and time, although may use registers less efficiently. The technique is likely to be less useful on processors where shifting is more
expensive than masking.
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2 <i < (p-1)/2. The remaining coefficients fa'b’ are not required, but can be found efficiently
via the symmetry property of elementsgFom).

3. c=¢ 1) = X" ¢ p? is defined by = ¢, wherej = min{k2 mod p : k € K}. This formula
guarantees thgt < p/2 and hence/j is a coefficient obtained in the preceding step.

Example 1(Algorithm 9 for[F,163) The NIST recommended fiell,ss has a typeT = 4 normal basis,

and hence the mapping in Algorithm 9 gives a factor 4 expansion. The algorithm uses a modified comb
multiplication to findmT/2 = 326 coefficients of the produetl’. If 32-bit words are in use, then field
elements require 6 words, and ring elements require 21.

The comb method finds words Q., 10, 19, ..., 30 of the complete 42-word polynomial product. In
fact, the calculation for words 19 and 30 need not occur on every loop of the combing method; however,
code expansion considerations may limit the ability to exploit this property. A small optimization is achieved
by noting that word 10 is not required since the field element can be recovered from coeftiientsc;,,
of the productt’. Wu et al. [33, Table 2] give sample minima (for sevarak [153 235]) for the number
of consecutive coefficients of d-element that will permit recovery of the associated field element.

Experimentally, times for Algorithm 9 fom = 163 on an Intel Pentium Il are a factor 7 slower than
field multiplication for a polynomial basis representation. The cost of an applicatigrnisoapproximately
10% of the total field multiplication timeg(~* costs approximately half af). The algorithm is competitive
with the best methods for multiplication with a normal basis representation on this platform.

Example 2 (Algorithm 9 for[F,233) The NIST recommended fielth23s has a typel = 2 normal basis. As
expected, Algorithm 9 is faster fon = 233 (where 233 coefficients in the ring product are found) than for

m = 163 (where 309 coefficients are found). The method gives the fastest multiplication times for the type
2 case, and is approximately a factor 3 slower than multiplication in a polynomial basis [13].

5 Analysis

Algorithms 7, 8, and 9 for low-complexity normal bases are especially suitable for software implementa-
tion, and methods based on these algorithms can be significantly faster than previously published methods
for normal basis representations and may have smaller dynamic storage requirements. “Interoperability”
is sometimes cited as motivation for implementing arithmetic in a specific basis, and in this context perfor-
mance improvements are always of interest. However, the interoperability argument has limited applicability
in environments with sufficient resources to implement algorithms described in this paper (since such imple-
mentations would likely be able to arrange for basis conversions around the expensive operations). Hence,
our focus is primarily on suitability in a larger framework.

Of interest is the following question: are the new algorithms sufficiently fast to encourage the use of nor-
mal basis representations for software implementations? We consider two well-known examples in methods
based on elliptic curves where operations in a normal basis appear to be especially attractive. The first is
Koblitz curves [18, 29], where point doubles are replaced by field squaring operations which are especially
fast in a normal basis representation. As a second example, elliptic curve point multiplication methods
based on point halving [17, 28] require solutions of quadratics, an operation that could presumably benefit
significantly from normal basis representations. In this section, we first present timings and implementation
issues, and then address the broader questions.
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Table 2: Field multiplication times (ips) of our implementations fdfom on an 800 MHz Intel Pentium Ill. Input and
output are in normal basis representation for the five rightmost columns. The compilers are GNU C 2.95 (gcc) and
Intel 6.0 (icc) on Linux (kernel 2.4).

Poly-basis Basis Ning & Yin R&H[27] | §82.3 8§24 Ring
mult conversiol 2tables  2table§ | 1table 1table mapping

Compiler m,T [21]2 [25, Alg 2-4F Alg 6 Alg2 Alg7 Alg9
162,1 1.3 — 6.7 4.3 52" 6.0 2.7

icc 163,4 1.3 3.1 9.5 15.6 10.4 8.2 104

6.0 233,2 2.3 55 11.4 14.8 12.6 11.8 7.1
283,6 2.9 6.9 33.3 54.3 33.8 24.1 —
162,1 1.8 — 8.2 6.4 7.3" 8.0 3.7

gcc 163,4 1.8 3.6 14.1 17.0 11.9 12.0 13.0
2.95 233,2 3.0 5.4 13.9 17.3 14.5 15.3 8.9
283,6 3.9 6.9 48.7 56.4 47.3 34.5 —

aField multiplication for polynomial-based representations using a comb method (with reduction) [21].

bTime for a single basis conversion using straightforward change-of-basis matrix. As a benchmark, multiplication of
elements represented in a normal basis can be performed using three conversions and the polynomial-basis multiplier.

CEssentially Algorithm 5; algorithm form and times suggest [25] used a different order of evaluation.

dAlgorithms 3 and 7a of [27] do not use the precomputation of [25]. Formadthe improvement is Algorithm 6.

®Evenm is slightly different; type 1 exploits the form of the multiplication matrix [15, 27].

fAlgs 2 and 7 modified for evem. Includes the matrix decomposition optimizations of Alg 8.

5.1 Timings and implementation considerations

Although operation counts can give rough estimates of algorithm performance, they are often insufficiently
precise to capture platform characteristics adequately for code at the level of field arithmetic. In order
to evaluate the performance of our software oriented algorithms, we present timing and other results for
implementations in C using the GNU compiler (gcc, version 2.95) and the Intel compiler (icc, version 6.0)
on an Intel Pentium 11l running Linux (kernel 2.4). We implemented several algorithms for multiplication
in the fieldsFom for m € {162 163 233 283} and the implementation was optimized for each field using
basic performance techniques such as loop unrolling and reducing register consumption (see [14, 85.1] for
software optimizations). It has been observed that the GNU compiler often produces somewhat slower code
than the Intel compiler on this platform, but can be coerced to produce better sequences by relatively small
changes in the source code. The implementation here has received limited such tuning for gcc.

Table 2 shows the running times from our implementation. The fastest times show that Algorithm 7 is
13% to 29% faster than the other direct multiplication algorithms for the entriesiwithd4, and competitive
for T = 2. The improvement is larger if the tydeis larger than 6 as in fiell,s7: with T = 10. Despite our
limited efforts to cooperate with compiler characteristics, significant differences in times between compilers
remains. In particular, Algorithm 7 with gcc is superior to the other direct methods only in thd casg

The method based on mapping to an associated ring (Algorithm 9) is competitive with the fastest direct
methods, and significantly faster for optimal normal bases. Of the NIST recommended fields;2ertas
an optimal basis, and the mapping method is nearly 40% faster than the best direct methBglss Fibre
expansion by a factof = 4 is a significant penalty in the mapping method, and in fact the times are slower
than those for the larger fielfhzsa.

The comb multiplier in Algorithm 9 is defined for only a subset of the ring, and hence is significantly
faster than a multiplier for the full ring. However, the expansion in the mapping implies that the method will
be significantly more expensive than a multiplier for the field [21]. In particular, the precomputation is for

14



Table 3. Approximate code and storage requirements (in 32-bit words) for field multiplicatiBgmin Data for
polynomial basis representations are from a comb method [21]. For normal bases, the data are for a direct approach
(Algorithm 7) and with a ring mapping method (Algorithm 9). Storage for automatic variables is an estimate of the
maximum stack consumption.

m = 163 m = 233
Storage type Poly[21] Alg7 Alg9 | Poly[21] Alg7 Alg9
object code & static dath 544 2092 4144 792 2740 3172
automatic (stack) data 108 360 360 146 510 260
Total 652 2452 4504 938 3250 3432

ring elements, and an entire ring element is “combed.” On the positive side, only half of the product in the
ring is calculated, and reduction is especially simple due to the fordn,of

Table 3 compares the memory requirements for the specific implementation of Algorithms 7 and 9 used
in the timings for multiplication irff,m for m € {163 233}. Experimentally, we observed that the Pentium
4 benefits from certain loop unrolling techniques (especially in Algorithm 7) to a greater degree than the
Pentium Ill. The code size in the table is slightly inflated by these optimizations which give only minor
speed improvements on the Pentium 11,

The code size in Algorithm 9 is larger fon = 163 thanm = 233 due to the factof expansion. The
code for the mapping and its inverse consume a significant portion of the total memory requirement. For
the type 2 case, however, the total memory consumption is comparable to that of Algorithm 7.

Algorithms 7 and 9 have significantly larger memory requirements than the method from [21] for poly-
nomial basis representations. However, if total memory consumed by field arithmetic is the measurement of
interest, then the operations of squaring, square root, and sol¥ing = ¢ for normal basis representations
will likely have significantly smaller memory requirements than their counterparts for a polynomial basis.

5.2 Normal bases in practice

Beyond the mathematical elegance, normal bases have been of practical interest primarily for the promise
of very fast calculations in trace, squaring, square root, and sokfng x = c. Although there was some

early enthusiasm for normal bases arithmetic in software, the consensus is that the penalty for multiplication
compared with methods for polynomial bases will overwhelm savings in other operations in common elliptic
curve point operations. For point operations involving only field addition, multiplication, and squaring,

a polynomial-based squaring operation is sufficiently fast relative to multiplication that the squarings are
typically ignored in rough estimates of point operation cost.

The times in Table 2 are significantly faster than in earlier papers, and suggest (at least on this platform)
that multiplication for Gaussian normal bases is much closer in performance to multiplication in a poly-
nomial basis than previously believed. While the difference is still sufficiently large to discourage the use
of normal bases for “traditional” elliptic curve point operations of addition and doubling, we consider the
implications for Koblitz curves and methods based on point halving.

Koblitz curves

Koblitz curves [18] are elliptic curves defined ovEs. The primary advantage of these curves is that
point multiplication algorithms can be devised that replace point doubles by field squaring operations. We
consider the case of point multiplicatideP whereP is not known in advance. Windowing methods [29]
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reduce the number of point additions required, at the cost of storage for a few points of precomputation. A
width-w window requires 22 points of storage, and an associated point multiplication method will have
approximatelym/(w + 1) point additions.

For values ofm under considerationp = 5 is likely near-optimal. Scalar multiplication then has an
average of 6 applications effor each point addition, where maps points by squaring each coordinate. In
projective coordinates, this is an average of 18 field squarings per point addition. In polynomial basis repre-
sentations, the squarings are not completely free. Howev@e=ify " ;" ax' € Fon thena? = 3™ x?
and a fast squaring is obtained via an 8-to-16 bit expansion table (followed by reduction). Experimentally,
the ratio of multiplication to squaring costs (for polynomial basis representations) is estimated between 6.5
and 10 form € {163 233 283 on a Pentium Il [14].

In short, the 18 field squarings between point additions have cost below 3 multiplications in a polynomial
basis. Point addition requires 8 multiplications (assuming mixed coordinates). Regardless of method (basis
conversion, direct, or ring mapping), Table 2 suggests that the added costs of normal basis multiplication in
point addition will overwhelm the relatively small savings in squarings.

Point halving

Halving-based methods [17, 28] replace most point doubles by a potentially faster halving operation. Given
a point P on an elliptic curve, point halving produces a po@twith 2Q = P. We consider only curves

y? + xy = x° + ax? + b overF,m with Tr(a) = 1 where halving methods are especially attractive; this
includes the NIST recommended random curves over binary fields.

Each halving requires a multiplication, a trace computation, a solution to a quaxfratix = ¢, and
a square root. Point multiplication methods typically perform several consecutive halvings between point
additions; each addition requires an extra field multiplication to convert coordinates from the halvings. The
trace of a field element is the sum of coefficients in a normal basis representation. If per-field precomputation
can be performed, then the calculation for a polynomial basis is similarly fast; for the NIST fields, the trace
is determined by a few coefficients of the polynomial representation [1], so is essentially free.

Let M denote the cost of a field multiplication ifym in a polynomial basis. The cost of a square root
in a polynomial basis representation depends on the reduction polynomial. In the case of a pentanomial,
the cost is estimated & /2 provided that a small amount of per-field precomputation is done. The cost is
significantly less for trinomials [8].

The quadraticx?® + x = ¢ has a solution if and only if Tc) = 0; if x is a solution, therx + 1 is a
solution. In a normal basis representation, the solution can be found bitwise. Efficient implementation of the
solver is the difficult part of optimizing halving in a polynomial basis. The solution is given by the half-trace
H defined byH (c) = Zi(fg D72 2" for oddm. The basic strategy uses per-field precomputation along with
the propertyH (c) = H(c?) + ¢ + Tr(c) to reduce the cost dfl [17]. The cost of solving the quadratic in a
polynomial basis is estimated experimentally (on a Pentium Ill) to be roughily32for m = 163 with 30
elements of precomputation, and rougMy 2 for m = 233 with 43 elements of precomputation [8].

If we look at the times fromm = 233 where a multiplication in a normal basis is roughM 3then
normal bases are preferred in the halving step only if the combined costs of solving the quadratic and
finding a square root in a polynomial basis is more thih Zurther, point additions will be significantly
more expensive in a normal basis. Hence, the data presents a compelling case for polynomial bases in
methods based on point halving.

To be certain, there are considerations that may favor a normal basis implementation. In particular,
implementing the solver for? + x = c in a polynomial basis is somewhat an art. Halving can benefit
from significant amounts of per-field precomputation, but platform and application constraints can limit the
practical applicability. Reducing the amount of precomputation in the solver below a threshold (determined
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by the reduction polynomial) is not completely straightforward [8]. Finally, it should be noted that a point
double can be done with approximate codl #r 5M for projective coordinates in a polynomial basis
representation, and hence there is a rather small window of performance where halving-based methods can
be faster.

6 Conclusions

This paper has presented two distinct approaches to multiplication for low-complexity normal bases. The
first, in 82, performs a direct normal-basis multiplication. The second, in 84, exploits a mapping to an
associated ring and then uses fast polynomial-based multiplication methods. The algorithms developed here
lead to multiplication methods significantly faster than reported earlier and having smaller data-dependent
storage requirements.

On the other hand, multiplication in a normal basis representation is still significantly slower than the
fastest methods for polynomial basis representations. We conclude that the penalty appears to be sufficient
in software implementations to overwhelm the advantages of fast and elegant operations of trace, squaring,
square root, and solving® + x = ¢ in normal basis representations in the larger framework of common
methods for point multiplication on elliptic curves. We stress that our conclusions about the deficiencies of
normal bases are only valid for software implementations, and not for hardware implementations.
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