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Abstract

We present a careful analysis of elliptic curve point multiplication methods that use the point halving
technique of Knudsen and Schroeppel, and compare these methods to traditional algorithms that use
point doubling. The performance advantage of halving methods is clearest in the case of point multipli-
cationk P whereP is not known in advance, and smaller field inversion to multiplication ratios generally
favour halving. Although halving essentially operates on affine coordinate representations, we adapt an
algorithm of Knuth to allow efficient use of projective coordinates with halving-based windowing meth-
ods for point multiplication.
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1 Introduction

A new method for point multiplication on non-supersingular elliptic curves over binary fields was proposed
independently by Erik Knudsen [11] and Richard Schroeppel [22]. The idea is to replace almost all point
doublings in double-and-add methods with a potentially faster operation called point halving. Knudsen
[11] presented some rough analysis which suggests that halving methods could be 39% faster than dou-
bling methods ([23] claims a 50% improvement), but these claims have not been supported by experimental
evidence or by detailed analysis.

The purpose of this paper is to carefully analyze point multiplication methods that use halving, and
to compare them with traditional methods that use doubling. We restrict our attention to implementations
on software platforms; some issues with implementing point halving in hardware are discussed in [26].
Furthermore, we restrict our attention to elliptic curves over binary fiejdswvherem is prime and where
the reduction polynomials are trinomials or pentanomials. Such parameters are recommended or mandated
by various cryptographic standards including NIST's FIPS 186-2 [4].

We begin in Section 2 with a description of three variants of the extended Euclidean algorithm for
computing inverses ifi,m. A careful analysis of the software implementation of multiplication and inversion
is necessary for a fair comparison of halving and doubling methods because a lower relative inversion cost
generally favours halving methods over doubling methods. Our extensive experiments suggest that a realistic
estimate of the ratid /M of inversion to multiplication cost is 8 (or higher) rather than the ratio of 3 that is
often quoted in the literature [27, 2, 3]. We also analyze algorithms for divisi@f-irand compare them
with inversion algorithms.

In Section 3, we review point halving and efficient methods for solving quadratic equatidfs.in
Most of the material in Sections 3.1, 3.2 and 3.3 is from [11] and [23] with the exceptions of an improved
method for computing square roots in Section 3.2.3 and an adaptation of an algorithm in Section 3.3 for
point multiplication that allows halving to efficiently cooperate with projective coordinate representations.
Our analysis of halving methods is presented in Section 3.4. We compare the best halving and doubling
methods for performing point multiplicatidaP in the cases wherB is not known in advance and whelre
is known in advance. The former situation commonly arises in variants of the Diffie-Hellman key agreement
protocol, while the latter is encountered in signature generation for EIGamal signature schemes. We also
compare halving and doubling methods for performing simultaneous multiple point multipliRien Q
that is encountered in signature verification for EIGamal signature schemes. Our analysis suggests that
point halving methods are about 29% faster than point doubling methods for comgimghen P is
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not known in advance. The advantage is smaller for simultaneous multiple point multiplication. For point
multiplication whereP is known in advance, doubling methods outperform halving methods unié4ss

small. As a benchmark, it should be noted that#kedic methods for Koblitz curves [29] are significantly
faster than halving-based methods, although the latter have the advantage of wider applicability.

2 Field inversion and division

When implementing elliptic curve methods, the cost of field inversion to multiplication is of fundamental
interest, driving the selection of affine versus projective representations of curve points. As an example, on
the NIST-recommended random binary curves der, the costs (in terms of field multiplicatior’d and
inversionsl ) for point addition and doubling are summarized in the following table.
Coordinate representation
Point operation| affine projectivé
double | +2M 4M
add I +2M 8M
8Formulas appear in the Appendix.
Consider the case that point multiplicatik® is to be performed using a method based on double-and-add,
where P is not known in advance. The break-evefiM depends on the method used; however, a rough
estimate (e.g., if window NAF methods are employed) is obtained by assuming that the cost for each bit
of k is approximatelyD + A/3, whereD denotes the cost of a point doubling, aAdis the cost of a
point addition. Under these assumptions, arithmetic using projective (and mixed) coordinates is expected to
outperform affine-only arithmetic whenever> 3M.

Goodman and Chandrakasan [7], Chang Shantz [28], and Schroeppel [24] noted that the binary Eu-
clidean algorithm, commonly employed for inversion of field elements, can be modified to do division. This
is of particular interest if affine arithmetic is in use, provided that division is cheaper thahi.

In this section, we are interested in realistic estimatds & under the assumptions that the processor is
general-purpose and can be targeted, and that the code may be optimized for specific fields. Since it appears
clear thatl /M is large (e.g., 40 or more) on such processors for prime fields, the focus will be on binary
fields Fom wherem is prime (e.g., as specified in the NIST-recommended binary curves). A polynomial
basis representation will be used for element§sf Elements off,m are the binary polynomials if,[Zz]
of degree at mogh — 1. The reduction polynomial is denoted lby

Section 2.1 gives an overview of three variants of the Euclidean algorithm for inversion. As noted,
the binary variant can be converted to a division algorithm. Section 2.2 considers computational issues in
converting the variants to perform division. Timings and implementation notes on two popular platforms
are presented in Section 2.3.

2.1 Inversion based on the Euclidean algorithm

The inverse of a non-zero element F,m is denoteca—! mod f or simplya~ if the reduction polynomial
f is understood from context. Inverses can be efficiently computed by the extended Euclidean algorithm for
polynomials, which uses the fact that gadb) = gcd(b + ca, a) for all binary polynomials.
Algorithm 2.1 is a variant of the classical Euclidean algorithm. Given inver@bl&e algorithm main-
tains the invariants

ag+ fhy=u
agp+ fhy=v
for someh; andh, not explicitly calculated. The algorithm terminates whes: 1, in which case; = a.



Algorithm 2.1 Extended Euclidean Algorithm (EEA) for inversioniiam

INPUT: a € Fom, a # 0.
OuTPUT: a* mod f.
lL.u<av<« f,go«<1,g<«0.
2. Whileu # 1do
2.1 j «dequ) — degv).
22 Ifj <Othenlu< v, g1 < G, j <« — .
23 U<«U+Zv, g1 <01+ 2 0.
3. Return §).

In contrast to Algorithm 2.1 where the bits ofandv are cleared from left to right (high degree terms
to low degree terms), th@nary Euclidean algorithn{BEA) clears bits olu andv from right to left.

Algorithm 2.2 Binary Euclidean Algorithm (BEA) for inversion ifiom

INPUT: a € Fom,a # 0.
OuTpPuT: a ! mod f.
l.u<av<«f,gi«< 1,0, «0.
2. While z dividesu do:
21 u<«u/z
2.2 If zdividesg; theng; < g:1/z; elseg, < (g, + f)/z
3. If u = 1 then returng,).
4. If degu) < degv) then:u <> v, g1 <> Q.
5, u<~u+v,01 <« 01+ 0.
6. Goto step 2.

The degree calculations in step 4 may be replaced by a simpler comparison on the binary representations
of the polynomials. This differs from Algorithm 2.1, where explicit degree calculations are required.
Thealmost inverse algorithnfAlA) [27] is a modification of the binary inversion algorithm in which a
polynomialg and a positive integek are first computed satisfyingg = z¢ (mod f). A reduction is then
applied to obtaira~! = z ¥g mod f. The invariants maintained are

ag + fhlzzku
ag + fhy =z

for someh; andh; that are not explicitly calculated.

Algorithm 2.3 Almost Inverse Algorithm (AIA) for inversion ifFom

INPUT: a € Fom,a # 0.
OuTpPuT: a ! mod f.
l.u<av<« f,g1«< 1,0« 0k<«0.
2. While z dividesu do:
21 u<«u/z, g« 20, k< k+1.
If u = 1 then returnz Xg,).
If degu) < degv) then:u < v, g1 <> Q.
U<U+v,01 <01+ 0.
Goto step 2.
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A reduction of the formz g is required in step 3 and can be performed as follows.| Letmin{i >
1| fi =1}, wheref(x) = f,z"+ ... + f1z+ fp. Lets be the polynomial formed by tHerightmost bits
of g. Thensf + g is divisible byZ' andt = (sf + g)/Z has degree less than; thust = gx~' mod f.

This process can be repeated to finally obtaifig mod f. The reduction polynomial is said to saitable
if | is above some threshold (which may depend on the implementation; 2.82 is desirable with 32-bit
words), since then less effort is required in the reduction step.

Two strategies can be applied to enlarge the class of “suitable” polynomials. The method of the pre-
ceding paragraph can be extended to arbittagy m at relatively low cost [12]. Letj(z) = f_12~1 +
... 4+ f1z 4+ 1 and precompute satisfyingQq = 1 (modZ') with degQ < I. If S= sQ (modZ)
with degS < I, thenSf + g is divisible byZ. If f(z) = z™ + q(2), then division byZ requires two
I xI polynomial multiplications. As an alternative, the reduction in step 3 can be replaced by pre- and post-
algorithm multiplications [25]. The revised method firds: 1/aviaa’ < z2™amod f, ¢ < zX/a’ mod f,

c < 72" k¢ mod f: that is, the revised algorithm process®%a rather thara, and step 3 is modified to
find 2™ Kg.

Step 2 of AlA is simpler than that in Algorithm 2.2. In addition, theandg, appearing in these algo-
rithms grow more slowly in almost inverse. Thus one can expect AlA to outperform BEA if the reduction
polynomial is suitable, and conversely. As with BEA, the explicit degree calculations may be replaced with
simpler comparisons.

2.2 Division

The binary Euclidean algorithm can be easily modified to perform divibijtm = ba! [7, 28, 24]. In
cases wheré/M is small, this could be especially significant in elliptic curve schemes, since an affine point
operation could use division rather than an inversion and multiplication.

Division using BEA To obtainb/a, Algorithm 2.2 is modified at step 1, replacimg < 1 with g; < b.
The associated invariants are

ag + fhy=ub
ag + fhy=wvh.

On termination withu = 1, it follows thatg; = ba~!. The division algorithm is expected to have the same
running time as BEA, sincg; in BEA goes to full-length in a few iterations at step 2.2 (i.e., the difference
in initialization of g; does not contribute significantly to the time for division versus inversion).

If BEA is the inversion method of choice, then affine point operations would benefit from use of division,
since the cost of a point double or addition changes ftow2M to | + M. If I /M is small, then this
represents a significant improvement; e.g.l iM is indeed 3, then use of a division algorithm variant
of BEA provides a 20% reduction in the time to perform an affine point double or addition. However, if
I /M > 7, then the savings is less than 12%. Note that urilgbkis very small, it is likely that schemes are
used which reduce the number of inversions required (e.g., halving and projective coordinates), so that point
multiplication involves relatively few field inversions, diluting any savings from use of a division algorithm.

Division using EEA Algorithm 2.1 can be transformed to a division algorithm in a similar fashion. How-
ever, the change in the initialization step may have significant impact on implementation of a division al-
gorithm based on EEA. There are two performance issues: tracking of the lengths of variables, and imple-
menting the addition tg; at step 2.3.

In EEA, it is relatively easy to track the length ofandv efficiently (the lengths shrink), especially if
the number of words$ representing a field element is (roughly) four or more. In EEA, it is also possible
to track the lengths ofj; andg,. However, the change in initialization for division means thagoes to
full-length immediately, and tracking the lengthsgafandg, is no longer effective.
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Pentium Il (800 MHz)| SPARC (500 MHz)
32-bit 64-bit 32-bit 64-bit
Algorithm gce icc mmx| gcc cc cc
Arithmetic inFo163
multiplication 18 1.3 7 1.9 18 9
Euclidean algorithm 109 10.6 71214 14.8 —
binary Euclidean algorithm 20.7 16.0 +16.8 14.9 10.6
almost inversed 1=22""K(zZ¢/z22Ma)) 12.9 11.1 —| 143 114 7.8
I /M 6.1 8.0 98/ 79 6.7 8.9
Arithmetic inlF233
multiplication 30 23 —| 40 29 1.7
Euclidean algorithm 18.3 18.8 —+455 25.7 —
binary Euclidean algorithm 36.2 289 +42.0 34.0 16.9
almost inverse 227 201 —+36.8 24.7 12.9
/M 6.1 8.2 9.2 8.5 7.7

Table 1: Multiplication and inversion times (insec) for the Intel Pentium Il and Sun UltraSPARC lle. The compilers
are GNU C 2.95 (gcc), Intel 6 (icc), and Sun Workshop 6U2 (cc). The 64-bit “multimedia” registers were employed
for the entries under “mmx.” Inversion to multiplicatioh/(M) uses the best inversion time.

The second performance issue concerns the additian &b step 2.3 of EEA. An implementation of
EEA may assume that the addition may be done as ordinary polynomial addition with no reduction; i.e.,
the degrees of; and g, never exceean — 1. In adapting for division, step 2.3 may be less-efficiently
implemented, since; is full-length on initialization.

Division using AIA Although Algorithm 2.3 is similar to the binary Euclidean algorithm, the ability to
efficiently track the lengths af; andg, (in addition to the lengths ai andv) may be an implementation
advantage of AIA over BEA. As with EEA, this advantage is lost in a division algorithm variant of AlA.

It should be noted that efficient tracking of the lengthgpéndg, (in addition to the lengths af andv)
in AIA may involve significant code expansion (perhapfragments rather than thdragments in BEA). If
this code expansion cannot be tolerated (because of application constraints or platform characteristics), then
AIA may not be preferable to the other inversion algorithms (even if the reduction polynomial is suftable).

2.3 Timings

Table 1 gives some comparative timings on two popular platforms: the Intel Pentium Il and Sun Ultra-
SPARC. The example fields are from the NIST recommendations, with reduction polynohizls=
284727+ A+ 2+ 1andf(z2) = 2223+ 2/% + 1, respectively. Field multiplication based on the comb
method [17] appears to be fastest on these platforms. A width-4 comb was used, and the times include
reduction. Other than the MMX code and a one-line assembler fragment for EEA, algorithms were coded
entirely in C.

Some table entries are as expected; e.g., the relatively good times for almost invEgse. iOther
entries illustrate the significant differences between platforms or between compilers on a single platform.
To obtain acceptable multiplication times with gcc on the Sun SPARC, code was tuned to be more “gcc-
friendly.” Limited tuning for gcc was also performed on the inversion code. Optimizing the inversion code
is tedious, in part because rough operation counts at this level often fail to capture processor or compiler

5Most of the performance of AIA can be obtained with modest code expansion [25]. The lengths of the variahtes
decrease, while the lengths@f andgy increase. If = maxlenu, lenv}, then AlA can be expanded under the assumption that the
lengths ofg; andgy are bounded by+ 1 — I, with a fall back generic inversion routine used in exceptional cases. Experimentally,
we observed a performance penalty of roughly 15% compared to the times in Tabl&st3foon the SPARC.



characteristics adequately. There are apparent inconsistencies remaining in Table 1, but we believe that the
fastest times provide meaningful estimates of inversion and multiplication costs on these platforms.

The timings do not make a very strong case for division using a modification of the BEA. Unless EEA
or AlA can be converted to efficiently perform division, then it appears that division will be fastest via
inversion followed by multiplication. Furthermore, the ratipM is at least 8 in most cases, and hence the
savings from use of a division algorithm would be less than 10%. With such a ratio, elliptic curve methods
will be chosen to reduce the number of inversions, so the savings on a point multiplik&iaould be
significantly less than 10%.

On the other hand, if affine-only arithmetic is in use in a point multiplication method based on double-
and-add, then a fast division would be especially welcomed evepNf is significantly larger than 5. If
BEA is the algorithm of choice, then division has essentially the same cost as inversion.

Implementation notes

In addition to the special tuning required for gcc, there were other troublesome compiler differences and
flaws. A small code change triggered an apparent optimization flaw in the Sun Workshop (6U2) com-
piler, causing shifts to be processed as multiplication, a much slower operation on that platform. The only
workarounds were to post-process the assembler output or use a weaker optimization setting.

We note that the Microsoft compiler (Visual C 6) gives times comparable to that produced by the Intel
compiler (icc, on Linux in our case). However, the insertion of short in-line assembly fragments is less
effective than with icc or gcc, since there is only limited ability in the Microsoft product to direct the coop-
eration with the surrounding C code. We also found significant optimization problems with the Microsoft
compiler concerning inlining of C code, although this was not an issue for the algorithms in this section.

Multimedia registers The Intel Pentium family (all but the original and the Pentium-Pro) and AMD pro-
cessors possess eight 64-bit “multimedia” registers that were employed for the times in the column marked
“‘mmx” [1, 9]. Use of these capabilities for field arithmetic is discussed in [5].

Field multiplication The GNU C compiler (gcc) is weak at instruction scheduling on these platforms, but
can be coerced into producing somewhat better sequences by relatively small changes to the source. The
times in the table for multiplication with gcc on SPARC are for code that has received such tuning.

We believe that the commonly-cited ratio lofM ~ 3 [27, 2, 3] is too optimistic for processors such as
the Pentium and SPARC, and is due, in part, to use of a sub-optimal field multiplication.

EEA Algorithm 2.1 requires polynomial degree calculations. A relatively fast method uses a binary search
and table lookup, once the nonzero word of interest is located. Some processors have instruction sets from
which a fast “bit scan” may be built. As an example, the Intel x86 has single instruchenar(dbsf) for
finding the position of the most or least significant bit in a word. A one-line assembler fragment for bit scan
was used for the Intel EEA timings, resulting in an improvement of approximately 15%. The SPARC has
a Hamming weight (population) instruction which Sun suggests using for building a fast bit scan from the
right; unfortunately, our field representation needed a bit scan from the left.

The code tracks the lengths wfandv usingt fragments of similar code, each fragment corresponding
to the current “top” ofu andv. Here,t was chosen to be the number of words required to represent field
elements.

BEA Algorithm 2.2 was implemented with afragment split to track the lengths afand v efficiently.
Rather than the degree calculation indicated in step 4, a simpler comparison on the appropriate words was
used.



AlA Algorithm 2.3 allows efficient tracking of the lengths g@f andg, (in addition to the lengths af and

v). A total of t2 similar fragments of code were used, a significant amount of code expansion tigess
small. As with BEA, a simple comparison replaces the degree calculations. An optimization flaw in the Sun
compiler for 64-bit code was corrected by replacing expensive multiplications with shifts in the compiler
output.

3 Point multiplication using point halving

Let E be an elliptic curve oveF,n defined by the equatiop’ + xy = x3 + ax?> + b, wherea, b € Fom,
b £ 0. LetP = (X, y) be a point orE with P # —P. Then the (affine) coordinates & = 2P = (u, v)
can be computed as follows:

A=X4+Yy/X ()
u=rx>+ir+a (2)
v=x2+u+1. (3)

Affine point doubling requires 1 field multiplication and 1 field division. With projective coordinates and
a € {0, 1}, point doubling can be done in 4 field multiplications.

Point halving is the following operation: giveQ = (u, v), computeP = (X, y) such thatQ = 2P.
Since halving is the reverse operation of doubling, the basic idea for halving is to solve Z)&rfor x,
and finally (1) fory. That is, solve\? + » = u + a for A, andx?® = v + u(x + 1) for x. Finally, compute
y = AX + X2

Let G be a point of odd orden on E. It can be proven that point doubling and point halving are
automorphisms ofG). Therefore, given a poir® € (G), one can always find a unique poiate (G) such
that Q = 2P. Sections 3.1 and 3.2 describe an efficient algorithm for point halvif&jn In Section 3.3,
point halving is used to obtain efficiehtlve-and-addmethods for point multiplication in cryptographic
schemes based on elliptic curves over binary fields. Section 3.4 compares the point halving methods and the
traditional point doubling methods.

3.1 Point halving
The notion oftrace plays a central role in deriving an efficient algorithm for point halving. Let Fgm —
F,m be defined by Tic) = ¢+ c2 +¢2 + ... +c2" .

Lemma 3.1 Letc, d € Fom.
(i) Tr(c) = Tr(c® = Tr(c)?; in particular,Tr(c) € {0, 1}.
(i) Trace is linear; i.eJr(c +d) = Tr(c) + Tr(d).
(i) The NIST-recommended random curves [4] over binary fields haia@ = 1.
(iv) If (x,y) € (G), thenTr(x) = Tr(a).
Given Q = (u,v) € (G), point halving seeks the unique poiRt= (X, y) € (G) such thatQ = 2P.
The first step of halving is to find = x + y/x by solving the equation
M+A=u+a (4)

for % € Fom. An efficient algorithm for solving (4) is presented in Section 3.2.Ldenote the solution of
(4) obtained from this algorithm. It is easily verified that= A or A = A + 1. If Tr(a) = 1, the following
result [11] can be used to identify



Theorem 3.2 LetP = (X, y), Q = (u, v) € (G) be such tha®Q = 2P, and denote. = X + y/X. Let). be
a solution to(4), andt = v + ui. Suppose thatr(a) = 1. Thenx = A if and only if Tr(t) = 0.
Proof: Recall thatx? = v 4+ u(x + 1). By Lemma 3.1(iv), we get Tx) = Tr(a), sinceP = (X, y) € (G).
Thus,

Trw+u(x + 1) =Tr(x?) = Tr(x) = Tr(a) = 1.

Hence, ifi = A +1, then Ttt) = Tr(v+u(x + 1)) = 1 as required. Otherwise, we must have: 1, which
gives Trt) = Tr(v + uA) = Tr(v + u((A + 1) + 1)). Since the trace is linear,

Tro+u((A+1+ 1) =Tr(v+u(r + 1)) +Tr(u) = 1+ Tr(u) = 0.

Hence, we conclude that= A if and only if Tr(t) = 0. O
Theorem 3.2 suggests a simple algorithm for identifyinin the case that Ta) = 1.5 We can then
solvex? = v + u(x + 1) for the unique rook. Section 3.2 presents efficient algorithms for finding traces

and square roots if,m. Finally, if neededy = Ax + x? may be recovered with one field multiplication.

Let the A-representation of a poif@ = (u,v) be (u, 1g), whereAqg = u + v/u. Given thea-
representation of) as the input to point halving, we may computen Theorem 3.2 without converting
to affine coordinates, since

t=v+uf=u(u+u+8)+u§=u(u+AQ+X),

In point multiplication, repeated halvings may be performed directly on trepresentation of a point, with
conversion to affine coordinates only when a point addition is required.

Algorithm 3.3 Point halving

INPUT: A-representatioriu, Ag) or affine representatiofu, v) of Q € (G).
OUTPUT: A-representationx, Ap) of P = (X, y) € (G), whereAp = x + y/x andQ = 2P.
1. Find a solutiork of 22+ = u + a.
2. If the input is inA-representation, then compute= u(u + Ag +0);
else, computé = v + UA.
3. If Tr(t) = 0, thenip < A, X < VI + U;
elserp <A + 1, x < JA.
4. Return(x, Ap).

3.2 Performing point halving efficiently

Point halving requires a field multiplication and three main steps: computing the trd¢cesalfing the
quadratic equation (4), and computing a square root. In a normal basis, field elements are represented in
terms of a basis of the for, g2, ..., 2" '}. The trace of an element= Y ¢ 82 = (Cn_1....,Co) iS

given by Tic) = >_ ¢i. The square root computation is a right rotati/t = (co, Cm_1, - - -, C1). Squaring

is a left rotation, anc? + x = ¢ can be solved bitwise. These operations are expected to be inexpensive
relative to field multiplication. However, field multiplication in software for normal basis representations is
very slow in comparison to multiplication with a polynomial basis [21, 20]. Conversion between polynomial
and normal bases at each halving is likely too slow to give a competitive method, even if significant storage is
used [10]. For these reasons, we restrict our discussion to computations in a polynomial basis representation.

6The algorithm can be modified for binary curves witl{d@r= 0; however, it is comparatively complicated, sincéuvT+ ux)
and Ti(v + u(x + 1)) may not necessarily be distinct. See [11, 23].



3.2.1 Computing the trace

Letc = i":Ol Gz e Fom, with ¢ € {0, 1}, represented as the vector= (Cp_1, ..., C1, Co). A primi-

tive method for computing Tc) uses the definition of trace, requirimg — 1 field squarings andth — 1
field additions. A much more efficient method makes use of the property that the trace is lingar=Tr
Tr(z{‘:ol c¢z) = i”:ol ¢ Tr(Z). The values Tiz') may be precomputed, allowing the trace of an element
to be found efficiently, especially if Tz') = 0 for mosti.

Example 3.4 ConsiderF i3 with reduction polynomialf (z) = z'%°4-z"+2°+2%+ 1. A routine calculation
shows that T¢z') = 1 if and only ifi € {0, 157). As examples, Tz'°+ 7% = 0, T(Z%" + %% = 1, and
Tr(z*" 4+ %5+ 1) = 0. ForF,2ss with reduction polynomialf (z) = 72233+ z’* + 1, Tr(Z') = 1 if and only
if i € {0,159.

3.2.2 Solving the quadratic equation

The first step of point halving seeks a solutionf a quadratic equation of the forrf + x = ¢ overFym.
The performance of this step is crucial in point halving.

Lemma 3.5 Assuman is odd, and let théalf-traceH : F,m — Fom be defined by

(m-1)/2

H(c) = Z o
i—0

(i) H(c+d)=H()+ H() forallc,d € Fom.
(i) H(c) is a solution of the equatiox? 4+ X = ¢ + Tr(c).
(i) H(c) = H(c? + ¢+ Tr(c) for all ¢ € Fom.

Letc = i":Ol ¢z e F,om with Tr(c) = 0; in particular,H (c) is a solution ofx? + x = c¢. A simple
method for findingH (c) directly from the definition requiresh — 1 squarings andm — 1)/2 additions. If
storage fofH (z') : 0 <i < m} is available, then Lemma 3.5(i) may be applied to obtain

m-1 m—1
H(c) = H(Zcizi> => GH(@).
=0 i—0

However, this requires storage forfield elements, and the associated method requires an average of
field additions.

Lemma 3.5 can be used to significantly reduce the storage required as well as the time needed to solve the
guadratic equation. The basic strategy is to witec) = H(c') + s wherec’ has fewer nonzero coefficients
thanc. For eveni, note thatH (Z) = H(Z/?) + Z'/? 4+ Tr(z'). Algorithm 3.6 is based on this observation,
eliminating storage oH (Z) for all eveni. Precomputation builds a table @h — 1) /2 field elementd (z')
for oddi, and the algorithm is expected to have approximatejy field additions at step 4. The terms
involving Tr(Z') andH (1) have been discarded, since it suffices to produce a solstifiH (c), H (¢) + 1}
of X2 +x =c.

Algorithm 3.6 Solvex? + x = ¢ (basic version)
INPUT: ¢ = 3" b6 2 € Fom with Tr(c) = 0.
OUTPUT: A solutions of x2 + x = c.
1. Precomputéd (Z) foroddi, 1 <i <m—2.
2. s<0.




3. Fori from (m — 1)/2 downto 1 do
3.1 Ifcyy = 1thendoic<«c+7Z,s<s+ 7.
(m-1)/2
4. s<s+ Y cyHEZ@ .

i=1
5. Return§).

Further improvements are possible by use of Lemma 3.5 together with the reduction polynomial [11,
Appendix B]. Leti be odd, and defing ands by m < 2/i = m+ s < 2m. The basic idea is to apply (iii)
times, obtaining

HZ) =H@)+ 2 4 4 2 422 47+ Tr(@). )

Let f(z2) = Z"+r(2),wherer(z) = 2> + ...+ zZ2 +1and O< b; < --- < b, < m. Then
H(ZZii) —H (ZSI' (2)) = H (ZS+bz) + H(Zs+b(—1) 4+...4+H (ZS+b1) +H (ZS).

Thus, storage foH (z) may be exchanged for storage l8{z>+®) for e € {0, by, ..., b;} (Some of which
may be further reduced). The amount of storage reduction is limited by dependencies among elements
H(Z).

If degr < m/2, the strategy can be applied in an especially straightforward fashion to eliminate some
of the storage foH (z') in Algorithm 3.6. Fom/2 < i < m — degr,

H(Z)=HE) +Z +Tr@)
=Hr@22 ™ +7 +Tr)
— H (22i7m+bg + .. + 22i7m+b1 + ZZifm) + Zi + Tr(zl)

Since 2 — m+degr < i, the reduction may be applied to eliminate storagélof') for oddi, m/2 < i <
m — degr. If degr is small, Algorithm 3.7 requires approximataty/4 elements of storage.

Algorithm 3.7 Solvex? + x = ¢
INPUT: C = i”;’ol ¢z e Fom with Tr(c) = 0, and reduction polynomial (z) = 2™ +r (2).
OuTPUT: A solutions of X>+x =c.
1. Precomputed (Z') fori € lgU I, wherelg = [1, (m— 1)/2]\ 2Z and|; = [m — degr, m — 2] \ 2Z.
2. s<0.
3. For each odd € ((m — 1)/2, m — degr), processed in decreasing order, do:
3.1 Ifg =1thendoc<«c+Z2 ™0 4 ... 4 Z2-M g 547,
. Fori from (m—1)/2 downto 1 do:
4.1 Ifcy = 1thendoc<«cCc+7Z,s<s+ 7.
.S<s+ Y cH(@).

ielgUly

. Return §).

N

(o2

The technique may also reduce the time required for solving the quadratic equation, since the cost of
reducing eaciH (z ) may be less than the cost of adding a precomputed valit(dh to the accumulator.
Elimination of the even terms (step 4) can be implemented efficiently. Processing odd terms (as in step 3) is
more involved, but will be less expensive than a field addition if only a few words must be updated.
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Example 3.8 ConsiderF.1ss with reduction polynomialf (z) = z63+z7 4 28+ z8 4+ 1. Step 3 of Algorithm
3.7 begins with = 155. By Lemma 3.5,

H (215% —H (2310) + 2155+ Tr(2155)
—H (2147216% + Z155 = H (2147(27 + ZG + Z3 + 1)) + 2155.

If c155 = 1, thenzt®™ 4 7153 4 71504 7147 s added tac, andz'>%is added tcs. In this fashion, storage for
H(Z) is eliminated foii € {83, 85, ..., 155, the odd integers i(m — 1)/2, m — degr).

Algorithm 3.7 uses 44 field elements of precomputation. While this is roughly half that required by the
basic algorithm, it is not minimal. For example, storage K¥biz>') may be eliminated, since

H (Y = H(Z%) + 22t 4+ Tr
—H (2204) + 2102+ 251+ TI‘(Z]‘OZ) + TI‘(ZSl)
4

= H (2163241) + 2102+ Z51 = H (248 + Z47 + Z44 47 1) + 2102+ Z51
which corresponds to equation (5) wijh= 2. The same technique eliminates storageHaz'), i <
{51, 49, ..., 41}. Similarly, if (5) is applied withi = 21 andj = 3, then

H(221) — H(Z]'2+ le+ Z8 + ZS) + ZS4+ Z42 + 221‘

Note that the odd exponents 11 and 5 are less than 21, and hence stordgg’fpmay be eliminated.

In summary, the use of (5) with € {1, 2, 3} eliminates storage for odd valuesiofe {21,41,...,
51,83 ..., 155, and a corresponding algorithm for solving the quadratic equation requires 37 elements of
precomputation. Further reductions are possible, but there are some complications since the formula for
H(Z) involvesH (z)) for j > i. As an example,

H (223) = H (228 + Z27 + Z24 + Z21) + Z92 + Z46 + Z23

and storage foH (z2%) may be exchanged for storage Hir{z>"). Our implementation uses these strategies
to reduce the precomputation to 30 field elements, significantly less than the 44 used in Algorithm 3.7. In
fact, use of

7N — Z157+n + Zn+l + Zn—3 + Zn—6

together with the previous techniques reduces the storage to 21 field eldinehtéori € {157, 73, 69, 65,
61,57, 53 39, 37,33 29 27,17, 15,13,11,9, 7,5, 3, 1}. However, this final reduction comes at a some-
what higher cost in required code compared with the 30-element version.

Experimentally, the algorithm for solving the quadratic equation (with 21 or 30 elements of precompu-
tation) requires approximately/3 the time of a field multiplication. Special care should be given to branch
misprediction factors as this algorithm performs many bit tests.

Example 3.9 ConsiderF,23s with reduction trinomialf (z) = 2233+ r(2) = z°2°+ 2% + 1. In comparison
with the reduction polynomial foF,ss in the preceding example, deds relatively large. Algorithm 3.7
requires 95 field elements of precomputation, significantly more than the approximmgtehy 59 elements
required by the algorithm when degs small.

The amount of precomputation can be reduced to the 43 elerkbs for i € {1,3,...,79 155
157,159 by direct application of the relatiod" = z'*15° 4 z"~74 together with Lemma 3.5(iii). Using a
slightly different order of computation, the entries fog {75, 77, 155 157} are eliminated (but at somewhat
higher cost), and the corresponding algorithm uses 39 elements of precomputation. Experimentally, the
algorithm solves the quadratic equation in approximately half the time of a field multiplication.
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3.2.3 Computing square roots irlfom

The basic method for computingc, ¢ € F,m, is based on the little theorem of Fermet' = c. Then,/c

can be computed agc = " requiringm — 1 squarings. A more efficient method can be obtained from
the observation thay/c can be expressed in terms of the square root of the elemestc = Y7 'z €

Fom, ¢ € {0, 1}. Since squaring is a linear operationfigm, the square root af can be written as

m—1 om-1 m—1
. 1
ﬁ:(ZCﬂ') => @ ).
i=0 i=0
Splitting c into even and odd powers, we have
(m-1)/2 (m-3)/2
m—1_o; m—1_o;
Ve = Z ci (2 ¥ + Z Caa (2 )P
i=0 i=0
(m-1)/2 (m-3)/2
. m—1 : i i-1
= Z CuZ + Z CoinnZ 7 = Zcizi +ﬁ2cizT.
i=0 i=0 i even i odd

This reveals an efficient method for computigf: extract the two half-length vectotgyen = (Cm_1, - . .,
Cs, C2, Cg) andCogg = (Cm_2, .. ., Cs, C3, C1) from ¢ (assumingm is odd), perform a field multiplication of
Coda Of length | m/2] with the precomputed valugz, and finally add this result witbe e, The computation
is expected to require approximately half the time of a field multiplication.

An improved method for trinomials

In the case that the reduction polynomiais a trinomial, we can further speed the computation/afby
the observation that an efficient formula fgiz can be derived directly fronf. Let f (z2) = z" + Z“+1be
an irreducible trinomial of degre®, wherem > 2 is prime.

Consider the case thktis odd. Note that &= z™ + ZX (mod f (z)). Then multiplying byz and taking
the square root, we get

JZ= 2" 4 7% (mod f (2)).
Thus, the product/z - cyqq requires two shift-left operations and one modular reduction.

Now suppose is even. Observe that” = z“ + 1 (mod f (2)). Then dividing byz™! and taking the
square root, we get

VZ=Z7"T(Z¢+1) (mod f(2).

In order to compute—° modulo f (z), wheres = mT‘l one can use the congruences = z<t 4 zmt
(mod f (2)) for 1 <t < k for writing z~° as a sum of few positive powers nfHence, the producy/z - coqq
can be performed with a few shift-left operations and one modular reduction.

Example 3.10 The trinomial for the NIST-recommended finite fidgkos is f (z) = 2*°°+ 287 + 1. Then,
the new formula for computing the square rootaf Faos is

V€ = Cevent+ Z°% - Codg+ 2* - Coga Mod f (2).

Example 3.11 The trinomial for the NIST-recommended finite fidigzs: is f (z) = 7232+ 2’4 + 1. Since
k = 74 is even, we havg/z = z7116. (z2” +- 1) mod f (z). Notice thatz~"* = 1 + z!*° (mod f (z)) and
72 = 73247191 (mod f (2)). It follows thatz 116 = 2324 71174 7191 (mod f (2)). Hence, the new method
for computing the square root ofe Fozss is

V€ = Covent (22 + 21+ 2PN (% + 1) - coqa Mod f (2).
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Compared to the standard method of computing square roots, the proposed technique eliminates the
need of storage and replaces the required field multiplication by a faster operation. Experimentally, finding
aroot in Example 3.11 requires roughly8lthe time of a field multiplication.

3.3 Point multiplication

Let P = (X,y) € (G) andk be an integer with 0< k < n. Furthermore, lelD denote the point at
infinity, andt = |[log,n] + 1. Point multiplicationk P dominates the execution time of elliptic curve
cryptographic schemes. The basic technique for point multiplication isidlible-and-add methodlso
known as théinary methogdwhich is the additive version of the repeated-square-and-multiply method for
exponentiation. The expected number of ones in the binary representakastgl, whence the expected
running time of this method is approximately 2) A+t D, whereA denotes a point addition aridl denotes

a point doubling.

Point subtraction on an elliptic curve is as efficient as point addition, motivating use bthadjacent
form of k, NAF(k) = :;(1) ki2 with k; € {0, 1}, which has the property that no two consecutive coeffi-
cientsk; are nonzero [29]. Theiidth-w NAF is a generalization, where each nonzero coeffidieig odd,
lki] < 2»~1, and at most one of any consecutivedigits is nonzero. NAFs are used to reduce the number
of point additions required in findingP, and have the following properties.

1. k has a unique widths NAF, denoted NAE (k).

2. NAFR,(k) = NAF(K).

3. The length of NAE; (k) is at most one more than the length of the binary representati&n of

4. The average density of nonzero digits among all widtNAFs of lengthl is approximately L(w-+1).

Algorithm 3.12 modifies the binary method by using NAK) instead of the binary representationkof
The expected running time is approximately

(w>2-D+ 2" 2= DA + (t/(w+ 1)A+tD)

where(w > 2) is understood to be 1 iy > 2 and 0 otherwise. IP is known a priori, then the22

points calculated in step 1 of Algorithm 3.12 can be precomputed statically, and the expected running time
of this algorithm will then be approximately (w + 1)A + tD. If affine coordinates are used, then both
point addition and point doubling cobt + V, whereM denotes a field multiplication arMd denotes a field
division; for w = 2, this translates to a field operation count(4f3)tM + (4/3)tV. The accumulatoQ

may be stored in projective coordinates, in which case a point addition ddséné a point doubling costs

4M. The field operation count in the = 2 case is theti20/3)tM + 2M + 1).

Algorithm 3.12 Window NAF method for point multiplication

INPUT: Window widthw, NAF,, (k) = Y |_ski2', P € (G).
OuTPUT: kP.
1. ComputeP, =iP,fori € {1,3,5,...,2v" 1 —1}.
2. Q< 0.
3. Fori from| — 1 downto O do
3.1 Q< 2Q.

3.2 Ifki > 0thenQ <« Q + P.
3.3 Ifki < 0thenQ «— Q — P_y.
4. ReturnQ).
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The halve-and-addmethod for point multiplication proposed by Knudsen and Schroeppel replaces al-
most all point doublings in double-and-add methods with point halvings. However, it may be necessary
(depending on the application) to convert the representatién of

Lemma 3.13 Let Y _, k2 be thew-NAF representation dk modn. Then

k= Z K (mod n).

Proof: We have % = 31_,k/2' (modn). Slncen is odd, we can divide the congruence By@obtain

Z K (mod n). O

Algorithm 3.14 presents a right-to-left version of the halve-and-add method with the ipaota2in
in w-NAF representation. Point halving occurs on the inputather than on accumulators. The expected
running time is approximatelgstep 3 cost+ (t/(w + 1) —2°~?)A' +tH, whereH denotes a point halving
andA' is the cost of a point addition when one of the inputs is-irepresentation. If projective coordinates
are used foRQ;, then the additions in step 2 are mixed-coordinate. Step 3 may be performed by conversion
of Q; to affine (with cost +(5-2¥~2—3)M if inverses are obtained by a simultaneous method), and then the
sum is obtained by interleaving with appropriate signed-digit representations of the odd multipTiéres
cost for 2< w < 5 is approximatelyw — 2 point doublings and 0, 2, 6, or 16 point additions, respectively.

Algorithm 3.14 Halve-and-addv-NAF (right-to-left) method for point multiplication

INPUT: Window widthw, NAF,,(2tk modn) = 3°1_ k/2', P € (G).
OuTPUT: kP. (Note:k = kj/2' +--- + k| ;/2+ K mod n. )
1. Q«0,iel ={13,...,2v"1 1),
2. Fori fromt downto 0 do:
2.1 Ifk > 0thenQy < Qg + P.
22 If kl/ < OthenQ,;q < Q,k]/ —P.
23 P <« P/2.
3. Q< >i,1Qi.
4. Return Q).

Consider the case = 2. The expected running time of Algorithm 3.14 is then approximatel@)t A’ +
tH. If affine coordinates are used, then a point halving costs approximatklyhile a point addition costs
2M + V since ther-representation oP must be converted to affine with one field multiplication. It follows
that the field operation count with affine coordinates is approxima@&@gtM + (1/3)tV. However, if
Q is stored in projective coordinates, then a point addition requilds Fhe field operation count of a
mixed-coordinate Algorithm 3.14 witky = 2 is then approximatelyt®1 + (2M + I).

Algorithm 3.15 is a left-to-right method. Point halving occurs on the accumu@taevhence projective
coordinates cannot be used. The expected running time is approxiniBtely(2*—2 — 1)A) + (t/(w +
DA +tH).

"Knuth [13, Exercise 4.6.3-9] suggests calculatipg< Q; + Qjo fori from 2»~1_3t0 1, and then the result is given by
Q1+2) ¢ \(y Qi The cost is comparable in the projective point case. See also [18, 19].
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Algorithm 3.15 Halve-and-addv-NAF (left-to-right) method for point multiplication
INPUT: Window widthw, NAF,, (2'k modn) = 3"i_ k/2', P € (G).
OuTPUT: kP. (Note:k = kj/2' +--- +k{_;/2+ k[ modn.)
1. ComputeP, =iP,fori € {1,3,5,...,2°" 1 —1}.
2. Q< 0.
3. Fori from 0 tot do
3.1 Q< Q/2.
3.2 Ifk > 0thenQ <~ Q + Py.
3.3 Ifki < 0thenQ «- Q — P_y.
4. ReturnQ).

3.4 Analysis

In comparison to methods based on doubling, point halving looks best iyins small andk P is to be
computed forP not known in advance. In applications, the operatikifisandk P + 1Q with P known

in advance are also of interest, and this section provides comparative results. The concrete examples used
are the NIST random curves ovésies andFp23s (known as B-163 and B-233, resp.), although the general
conclusions apply more widely.

Example 3.16 Table 2 provides an operation count comparison between double-and-add and halve-and-add
methods for the NIST random curve ovénes. For the field operations, the assumption is thayl = 8
and that a field division has cost+ M.

The basic NAF halving method is expected to outperformuthldAF doubling methods. However, the
halving method has 46 field elements of precomputation. In contrast, Algorithm 3.12vwithd (which
runs in approximately the same time as with= 5) requires only 6 field elements of extra storage.

The left-to-right w-NAF halving method requires that the accumulator be in affine coordinates, and
point additions have cost\ + V (since a conversion frorh-representation is required). For sufficiently
large | /M, the right-to-left algorithm will be preferred; in the example, Algorithm 3.14 with= 2 will
outperform Algorithm 3.15 at roughly/M = 11. Table 3 gives timings on an Intel Pentium Ill. Only
general-purpose registers are used, and all code is in C except for a one-line assembler fragment for com-
puting polynomial degree during inversion. The observed inversion to multiplication rdtfdvis~ 8. On
this platform, field division is fastest by performing an inversion and multiplication;\i.e=, | + M.

The timing for solvingx? + x = ¢ in Fues is with a routine that uses an 8-word table to assist in
processingz’ for oddi, reducing the number of conditional expressions. (Branch misprediction penalties
are a significant factor in the implementation.) On some platforms, incremental improvements in halving
may be obtained by using a larger table of precomputation in the square root routine. Improvements in the
routine to solvex? + x = ¢ were observed with limited use of assembly-language coding (essentially to
improve on register allocation).

For point multiplicationk P whereP is not known in advance, the example case in Table 2 predicts that
use of halving gives roughly 25% improvement over a similar method based on doubling) wiies 8.
(On the test platform in Table 3, the observed improvement was 29% for B-163.) The improvement is
less than the 39% estimate in [11], where the comparison was based on the use of methods similar to
Algorithms 3.12 and Algorithm 3.14 withv = 2 andl /M = 3. The small ratio favours halving—if Table
2 is modified to usd /M = 3, then the predicted improvement using Algorithm 3.14 over Algorithm 3.12
with w = 2 matches that in [11]. The trinomial ifi,23s also favours halving, in part because the cost of
finding a square root is significantly less than the estimate used to obtain Table 2.
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Storage Point Field operationd (= 2M, | /M = 8)

Method (field elts) operations affine projective
NAF, doubling _ _
(Algorithm 3.12) 0 163D+4-54A 217(M+V)=2173 108%+1=1097
NAF, halving

/ — —_—
(Algorithm 3.14) 46 163H +-54A 435M+4-54V= 924 81M+1= 825

5-NAF, doubling
(Algorithm 3.12)
4-NAF, halving _
(Algorithm 3.14) 55 [3D+6A]+163H+30A — 671IM+-21= 687
5-NAF, halving 60
(Algorithm 3.15)

14  [D+4+7A]+163D+27A  19§M+V)=1982 87M+48V+I= 959

[D+7A]+163H+27A" 388M+35V= 705 —

Table 2: Point and field operation counts for point multiplication for the NIST random curvéfgwer Halving uses
30 field elements of precomputation in solvikg+ x = ¢, and 16 elements for square ro&.= A + M, the cost of
a point addition when one of the inputs isiArrepresentation. Field operation counts assume that a diwsioosts
I + M.

The comparison is unbalanced in terms of storage required, since halving was permitted 39-46 field
elements of precomputation for solving + x = ¢ and finding square roots. The amount of storage in
the square root routine (fdf,13) can be reduced at tolerable cost to halving; significant storage (e.g., 30
elements) for solving® +x = c appears to be essential. In addition to the routines specific to halving, most
of the support for methods based on doubling will be required, giving some code expansion.

Random curves versus Koblitz curvesThe t-adic methods on Koblitz curves [29] (curves defined over

[F,) share strategy with halving in the sense that point doubling is replaced by a less-expensive operation.
In the Koblitz curve case, the replacement is the Frobenius magx, y) — (x2, y?), an inexpensive
operation compared to field multiplication. Point multiplication on Koblitz curves usiaglic methods

will be faster than those based on halving, with approximate co$tRogiven by

t
(2" -1+ ?)A +1t - (cost ofr)
w

when using a widthy t-adic NAF in a scheme similar to that described by Algorithm 3.12. To compare
with Table 2, assume that mixed coordinates are used, 5, and that field squaring has approximate cost
M/6. In this case, the operation count is approximatelyN87Significantly less than the 68% required by

the halving method.

Known point versus unknown point In the case thaP is known in advance (e.g., sighature generation
in ECDSA) and storage is available for precomputation, halving loses some of its performance advantages.
For our case, and for relatively modest amounts of storage, the single-table comb method [8, Algorithm 17]
is among the fastest and can be used to obtain meaningful operation count comparisons. The rkugtiplier
splitintow > 2 rows, and then columns are processed left to right; a total ef2points of precomputation
are required. The operation counts kd? using methods based on doubling and halving are approximately
t 2V — v —1
E (D + 2w 2w

respectively. In contrast to the random point case, roughly half the operations are point additions. Note that
the method based on doubling may use mixed-coordinate arithmetic (in whictDcaséM, A = 8M,

and there is a final conversion to affine), while the method based on halving must work in affine coordinates
(with H = 2M and A’ = V + 2M). If V = | + M, then values of andw of practical interest give a
thresholdl /M between 7 and 8, above which the method based on doubling is expected to be superior (e.g.,
for w = 4 andt = 163, the threshold is roughly4).

lA) and %(H+ A),
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Algorithm B-163 B-233]|

Field operations

multiplication (width-4 comb [17], with reduction) 1.32 2.28
inversion (Alg. 2.1) 10.55 18.75
square root 68 28
solvex? +x =¢ 8F 117
Curve operations

double (projective) 6.40 10.4
halve (Alg 3.3) 3.08 3.95
Point multiplication kP (random point)

NAF, halving (Alg 3.14, mixed coords) 1262 2675
4-NAF, halving (Alg 3.14, mixed coords) 1062 2150
5-NAF, halving (Alg 3.15, affine coords) 1046 2200
5-NAF, doubling (Alg 3.12, mixed coords) 1477 33756
Point multiplication k P+ 1Q

6-NAF interleaved with 5-NAF, halving (affine coords) 1431 3100
6-NAF interleaved with 5-NAF, doubling (mixed coords) 1769 4075

16 elements of precomputatio®Example 3.11.€30 elements of precomputation.
d39 elements of precomputation.

Table 3: Curve and field timings (in sec) for the NIST curves B-163 and B-233 on an 800 MHz Intel Pentium III,
using general-purpose registers only. Multiple random elements are used, to obtain realistic branch-misprediction
penalties in routines such as solve. The Intel compiler version 6 was used on Linux 2.2.

Simultaneous multiple point multiplication In ECDSA signature verification, the computationally ex-
pensive step is a calculatit&eP + 1Q where onlyP is known in advance. The times in Table 3 kP +1Q
use an interleaving method [6, 18] with width-NAFs. Given widthsw; and w,, the pointsi P for odd
i < 2171 andiQ for oddi < 2*2~1 are computed; sinc® is known in advance, the precomputation
involving P may be stored for repeated use. The expansions,Né&f-and NAF,, () are processed jointly,
left to right, with a single double or halving of the accumulator at each stage. The expected operation count
for the method based on doubling is approximately
[(w>2)-D+ (22 -1A +t[D+ (w11+ 1+ w21+ 1)A]

where the precomputation involving is not included. (The expected count for the method using halving
can be estimated by a similar formula; however, a more precise estimate must distinguish the case where
consecutive additions occur, since the co'is- V + M rather than Z'.)

In the example case presented in Table 3, the interleaving methkéfetQ with halving is superior to
the method based on doubling, although the difference is less pronounced than in the case of a random point
multiplicationk P, due to the larger number of point additions relative to halvings. Note that the interleaving
method cannot be efficiently converted to a right-to-left algorithm (where- w, = 2), since the halving
or doubling operation would be required on two points at each step. For sufficientlyl |&viethe method
based on doubling will be superior; in the example, this occurs at rougiy= 11.7.

Constrained environments For workstations (e.g., the example platforms based on the SPARC and Pen-
tium), the memory consumption of the algorithms and supporting routines described in this paper is rela-
tively modest. Exceeding processor cache size may be a serious concern in some routines, but the memory
consumed by a few dozen field elements may be inconsequential. The analysis is more complicated if there
are significant memory constraints.

Point multiplication methods based on halving require most of the support used in methods based on
doubling, and there are also the routines for solwiAg- x = ¢ and finding square roots. It appears that a
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significant number of field elements of precomputation (e.g., 21-304e1) are necessary for halving to

be efficient. In comparison, the method of Montgomery point multiplication [16] can be coded compactly,
requiring storage for only a few temporary field elements, and has running time approxinmate{ybich

is competitive with Algorithm 3.12 with optimab).

For Fss, the field-dependent precomputation specific to halving includes 30 field elements for solving
x? + x = ¢, 16 elements for square root, and 8 words to reduce the number of conditionals in solving
x? 4+ x = c; there is also a 256-byte table supporting extraction of even and odd bits of a word. For a fixed
field, these tables are static. If dynamic storage is the principal constraint and the platform provides (fast)
access to a sufficient amount of static data, then methods based on halving use roughly the same amount of
the scarce resource as methods based on doubling.

Constraints on code and data size for field routines are likely to affect the inversion to multiplication
ratio. (Squaring would also be affected if the static 8-to-16 expansion table of size 512 bytes must be
shortened.) The scenario of interest here is where static storage is relatively abundant but dynamic memory
is scarce. If the 15 elements of data-dependent precomputation in the width-4 comb method must be reduced,
then a reasonable choice is a right-to-left comb, requiring only a single field element (and some temporary
storage comparable to that in the= 4 comb), with performance degradation by a factor between 2 and 3.
The penalty for inversion in the case that code size is limited is more difficult to estimate. (On the Pentium,
for example, the Euclidean Algorithm 2.1 with limited code expansion incurs only small penalty relative
to the times in Table 1.) Constraints which give a smallgk will favor affine coordinates and halving
methods.

In summary, methods based on halving are likely to retain their advantages in the constrained case over
methods based on doubling, under the assumption that a threshold amount of static storage is available for
solving x? + x = c. The advantages would in fact extend to the known-point case if constraints limit the
number of points of precomputation. However, if processor speed is also limited, then there is a strong
incentive to use Koblitz curves, provided that the cost of support{adic NAFs is not prohibitive.

4 Conclusions

Point multiplication methods based on halving are straightforward to implement, although some extra static
storage (per field) is required over methods based on doubling. The performance advantage of halving
methods is clearest in the case of point multiplicatidd where P is not known in advance, and smaller
inversion to multiplication ratios generally favour halving. Algorithm 3.14 partially addresses the challenge
presented in Knudsen [11] to derive “an efficient halving algorithm for projective coordinates.” While the
algorithm does not provide halving on a projective point, it does illustrate an efficient windowing method
with halving and projective coordinates, especially applicable in the case of latlyer

The analysis in [11] gives halving methods a 39% advantage for the unknown point case, under the
assumption that/M ~ 3. The results in Section 2 suggest that this ratio is too optimistic on common
SPARC and Pentium platforms, where the fastest timeslgi% > 8. The larger ratio reduces the advan-
tage to approximately 25% in the unknown-point case under a similar analysissiknown in advance
and storage for a modest amount of precomputation is available, then methods based on halving are inferior.
Fork P 4+ 1Q where onlyP is known in advance, the differences between methods based on halving and
methods based on doubling are smaller, with halving methods faster for raNbsommonly reported.

Our analysis using windowing methods estimates that point multiplication with halving is about 29%
faster than doubling-based methods, under the assumptions that a field division costs roughly the same as
inversion followed by multiplication] ~ 8M, andH ~ 2M. In our experiments on an Intel Pentium Ill, we
obtainedH ~ 2.3M for B-163 andH ~ 1.7M for B-233, and the corresponding observed improvements
in point multiplication times were 29% and 36%, respectively. For simultaneous point multiplication under
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similar assumptions, the analysis gives halving-based methods a 15% edge over those based on doubling.
Experimentally, we observed improvements of 19% and 24% for B-163 and B-233, respectively.

Our work has focused on methods using relatively modest amounts of precomputation. However, the
routines for solving quadratic equations benefit from per-field precomputation and are fundamental to the
performance of halving-based methods. A practical comparison under more generous memory ceilings
would be of interest.

Finally, it should be noted that methods based on halving will be significantly slowet thdit meth-
ods for Koblitz curves. However, the halving methods apply to all curves, and findirgdéc NAF for a
givenk involves some extra code [29].
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Appendix

In the projective coordinates ofdpez-Dahab [15], the projective poitX : Y : Z), Z # 0, corresponds to
the affine point(X/Z, Y/Z?). The projective form of the elliptic curve equatigi + xy = x3 +ax? +bis

Y24+ XY Z=X3Z +aX?z?+bz*

The point at infinity corresponds 1@ : 0 : 0), while the negative ofX : Y : Z)is (X : X+ Y : Z). The
double(X3 : Y3 : Z3) of (X1 : Y1 : Zy) is given by

Z3 < X2.72 Xz« X$+b-Z} Ys<bZ} Z3+ X3-(@Zzs+ Y2 +bZ}).
The mixed-coordinate suiiXs : Y3 : Z3) of (X1 : Yy : Z1) and(X5 : Y, : 1) is given by

A<Yy-Z24Yy, B<Xp-Z1+ Xy, C<2Z;-B, D« B?.(C+aZz?,
Z3<C% E<«A-C, X3« A2+ D+E, F<« Xg+ Xp-Zs,
G« (X2+Y2)-Z5, Ys<« (E+Z3)-F+G.

If a € {0, 1}, then doubling in projective coordinates requires 4 field multiplications, and addition (with
mixed coordinates) requires 8 multiplications [15, 14].
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